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HISTORY 07 COLLABORATIOU AK03G- EHEECH CRYHOIOGIC ACE3CEE8 1909-1959 
AS REVEALED Hf A THE OF MI05THY 07 WAR C0ERESPQHKE3SCE 

This paper le based on a collection of documents , dated 1909-1939/ frca 
the files of the Section du Chiffre, Deuxiem© Bureau, Assay General Staff, 
Ministry of War. It is divided Into two major sections giving Cl) tho 
objectives of the Trench oryptanalytic services and the proposed methods 
far achieving those objectives, and (2) a hiotarioal account of efforts 
far closer oxyptenaSytio collaboration among the various Tronoh Minlstxi.es, 
with the results attained. A brief third section contains certain pieces 
of evidence which seem to have a bearing on the present organization of 
the cryptologic services in the Trench Government. 
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MM 01' COLLfiKQRATXCS /IMtgS ECgOH CmmOOIC AfflgCga 1909-3.9W 

I* 0b.1ectJ.Ysg of the CryptamLsrblo Sgrvlcen and Proposed Methods gag 
Their AphicYement 
A a Obje ctives 

w njf i ■ h im*— 

1. • Maudnutt CCMUST results with greatest speed, efficiency, secrecy 
end economy. 

a. Centralization of receipt end distribution of intercepts 
h. Liaison, on technical cryp tana lytic questions 
c. Transmission of CCJOJE to aji interested parties 
4. Preaorvatica of aocL’ocy of cryptaisalytia achievements 
o. Central archives wirl collateral information. service 
f„ Research in cceqplicnted cryptamlytic methods (flsachinos) 
g 0 Research in a larger range of languages 

So Preparation far wartime functioning of sorrLce 
Personnel training 

3« Safeguarding of crypto-security 

a. Adoption of secure cryptographic systems (including rosea ret, 
on new inventions, machines, etc,) 

be. Training and supervision of personnol in proper use of eystt ~m 
33. Proposals 

1, Regular liaison among cr'yptologic service heads 

2, Single cryptaaalytic bureau 

3, Central intonainistsrial cryptcna lytic service 
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II. Tha Struggle for Closer Collaboration among tho Cryptapalytic Service 3 
of the Various Ministries 1909 - 3339 
A. PreaWarJA liar I Efforts 

2. Extent of Wartime Collaboration (1914 - 2518 ) 

1. Bio first mcntha of the war 

2. The situation in 1916 

3. The collaboration proposal and failure 1916-17 

4. The centralization proposal and the security crisis - 1917 

5. The triumph of centralization - I91S 

C< Poet-War Decline in Collaboration. (1918 - 1955 ) 

D. Collaboration Achieved (1938 - 1959) 

HI. Clues on the Situation since 1940 
A. Cryptographic Collaboration 
£. Cryntemlvtlc Coordination 

APgEHDH. 

1. The Single Bureau - from "Vote on the Cryptasalytle Service* - 2 6 Jul;r 1916. 

2. "Vote on a Plan to Reorganize the Cryptanalytlc Services” - October 1917. 

3. Resolution of the Ihtexulnlsterlal Cryptographic Coraodeslan an the Subject 

of CzyptooSeourlty - 20 April 2922* 

4. "Plan for Regrouping the Gryptanalytio Services " - 19 February 1938. 

3. "Note on the Subject of Jatanainieterial Colleboratlcn in the Matter of 
Cxyptaaalysls" (Amy proposal} - Hoy (?) 1958. 

6. "Central latenainistarial Cxyptanalytic Bureau” (Navy proposal) 9 May 1939. 

7* "Central Cryptanalytic Service” (Air Force proposal) - 24 June 1939° 
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The principal objectives cf the French ca^ptwi&lyt lo aguzwiGS, in iiso 
view of national Defense apecirliata, ore: 

Cl) achieving the vudmsc. yield of current c abdications 
lntelllgsEce with tho greatest speed, efficiency, secrecy, and economy, 

(2) preparing for wartime functioning of the service, and 

(3) (lees often stressed.) watching over the crypto-security 
of the national eye tears. 

To achieve those objectives ocko type of coordination of the various 
cxyptanalytlc services was found to he essential. Three typos were proposed: 

(1) Regular liaigon among the heads of the cryptologic services, 
leaving complete autonomy to the Depart rental services, 

(2) A single bureau, supplanting the crypteaalyti.o services of 
tho various Departments and centralising tfcoir activities under an inter - 
ministerial agency or the Office of the Eremier, and 

■ ( 5 ) A central iwfc^i^ iatsrlal cggntaaalrbi c service , aloo 
possibly uoder the Office of the Ereader, devoting itaaisTto coordination of 
cryptomlytic activities end to "speculative research 11 , leaving a consider- 
able degree of Independence of action to the ministerial services. 

As will be seen later the first proposal was too loose to bo entirely 
satisfactory, end the second was considered too drastic an encroachment on 
entrenched positions. The third possibility, combining a strong central 
directing agency with ministerial autonomy, seeos to havo gained the most 
favor. 




pares 



secrecy, sad economy . 



maximum COMIST results vita greatest speed, efficiency,, 



The attainment of this objective involves : 

(a) a centralization, of the receipt of all onezyptod documents, 
whether freer radio, postal, or telegraphic intercept, or from. say other 
source; end distribution to the proper cryptanalytic section; 

(b) the establishing of liaison on technical questions, to 
permit the sharing of cryptanalytic information and methods; 

(c) the regular transmission of coenunioations intolUgonce to 
all interested parties; 

(d) the reconciling of (b) and (o) with the need to preserve 
ttao secrecy of cryptanalytic achievenonba; 

(e) the eettlng up of a control collateral information service, 
involving direct contacts with general information sources, press informa- 
tion, and Intelligence services, and. the establishing of a central library 
and archives; 

(f ) the expanding of research to the no re complicated crypto- 
graphic methods (especially machines); 

(g) the expanding of research to a larger range of lang u ages. 

• 

Steps (a), (b), (o), and (d) ve^o considered essential frea the first 
by advocates of more efficient cryptanalytic methods. The importance of 
step (e) vas frequently mentioned, but it vas not always considered neoes- 
oary to have a central Information sorvioo with a library and archives; 
advocates of liaison did not insist upon it. Step (f) was first advocated 
in 293 8 wham the ccaqplicatlaus of cryptographic methods became a serious 
problem, revolutionizing the approach to cryptanalytic study. Step (g) was 
mentioned only once — In the February 2$3& plan for a single bureau. 



The battle of the intercepts was a hard-fought one, going bach 
to pre-World War I days. In peacetime objections wars raised, because of the 
lack of documents for study (many of which were monopolized by the Foreign 
Affairs Ministry); in wartime It was objected that there was too much 
scattering of captured or intercepted messages^ and that the' intercept services 
were uselessly absorbing many copy and transmission clerks* Besides the 
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increased danger to operational eecurity engendered by such a practice., 
there resulted much mote of time both in intercept centers end in crypt- 
analytic sections, where a duplication of effort of ben resulted, crypt** 
analysts of two Ministries working individually on texts of various origins 
but encrypted with the sane syutens. 2h 1938, for ezaaiple , cryptanalysts 
in three Ministries — Wear, Bavy, and Foreign Affairs — were working on 
the sane Italian diplomatic code without exchanging results. 

A single receiving and suboequaat distribution center for all onorypted 
messages was constantly advocated to gain mxlmua. exploitation of all traffic 
available and to avoid having nosseges sent to be buried in sections incap- 
able of exploiting then while nnother section urgently needed then to aid 
in code recovery. As Sate as 1938 the complaint was Bade that this wasteful 
practice was continuing. 

The twin evils of duplication of axypteuaelytlc effort on seme assuages 
and failure to exploit others at all were attributed to the unfortunate 
practice of the intercept services (both radio intercept and P.'JP.T. ) 
of distributing traffic purely on the basis of address . Examples were 
given to show the inadequacy of this procedures During the War (191^ •• 18) 
the Germans addressed to the Spanish Ministry of Foreign Affairs telegraate 
Intended for their Ambassador and encoded with the Military Attache’s code. 
The Germans constantly singled diplcoatio, military, and sometimes private 
addresses to sand a single series of telagraas encrypted with the same 
process. Such tricks were quickly discovered during the war, it was 
reported, "because, by force of circumstances, the greater port of the 
Intercepted material was concentrated in a single office " a (at the War 
Doportaaojit) . Jh peacetime, however, for lock of the necessary „ coordination, 
there was confusion once more. For example, the 1938 proposal D reports 
that Vefioages encoded with the German dluLomatlc code arc picked up by the 
■aval intercept services without boing transmitted to the Quad d’Otraay; 
one part of a correspondence encoded with the aid of the Spanish code was 
sent to the Havy, the other to the Qua! d* Or say, without its boing possible 



a, IBSjteiof~20^^1^^ffiS»tlng of 
Ccmmlaalon, P. 3 

b. Appendix 7. >V 



Cryptographic 
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to compare these tiro texts. * a 

b . Llalaan on technical cryptamlrtle questions 

She establishing off liaison on technical questions, enabling 
cryptanalysts of the various Ministries to pool their knowledge and share 
their discoveries, was recognized to bo of prune importance for achieving 
maximum cryptaaaljrtlc progress sad Avoiding much wasted effort* 

• 

Aa one report of 1922 put it, *Ve have very few good cryptanalysts, and 
that la true far all the cryptamlyt.ic services. Hew* in soon Departments 
time was spent during the war and before in discovering keys nad oo&ebooks 
which were held by the Ministry next door, and during that tide useful tasks 
were not done,”* Another ueolerea n .,. 0 tho oapscities or previous studies 
of one cryptanalyst eon bo useful to his colleagues. Tory recently, in a 
conversation, e Service Chief spoke of 'recovery work 8 on a code usod by 
Soso diplonats, whereas In the nearby Department, where they ore accustomed 
to codes sold commercially, the identity of the code i n quest ion' had t oon 
determined In f ive alnut es. By limiting aBj?®S"to^seFw 3 n“Ba^eS I ’or J "” 
doeianshta,' ono T) 1 s c OT»c”a specialist in a form of cryptograms that one solves 
to perfection, but it is useful to got in contact with specialists of the 
neighboring branch. ” ° 



a. Before leaving the subject of intercept, it night be interesting to note 
that in 1922 the War Department was protesting against the restrictions, 
prescribed by the low of 1852 , relating to the coeeujiI cation of foreign 
dip lo matic telegrams by PTT to Sdretd Gdndrale (in the Ministry of the Interior) . 
It seams that theso restriction* had allowed the continued oCE&imlc&tion of 
Kalian diplomatic telegrams to Sflretd for the purpose of training porscunolo 
Suretcf was passing these on to the War Deportment "for necessary collateral 
study" until the source was stopped by order of the Premier to PIT* 'Because 

of a convention whose legality does not seem defensible, " declares Givierge, 

"these documents cannot be acquired gratis in a cwgplete series and at tho 
time they would be useful, as they could, often be if this convention did not 
exist.* The restrictions, he points out, are not only harmful to eryptenalytlo 
studies but useless and costly since, aa a result of the use of the radio, 
similar messages to those denied sdratA are picked up Cos they can be by siy 
private individual) either by a speolal intercept station which could be more 
usefully employed or by still other procedures. He ccss&aats, moreover, that 
cryptographic works claim that "everywhere telegraphic administrations 
caammicate to their gov a gEmenta tbs encrypted texts which they have transmitted. " 

b. "Bote sur Is Cfciffro" 12 April 1922 P. 9 

c. Tfcto put lo Service du Chiffre" 15 April 1922 P. 5 
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the minister! al D&ge.ptzmifrj would h&vo ho loco is. TreakJxg dcwi tfes 
barriers raised betv e® 2 v their cryptaaalyt-ic service, c?" B 

In I 917 ecBao (security lesto (U'l occur as a rerult of a rather loose &j?A 
uncontrolled type of distribution o? both the Intexcaptad traffic (ukI the 
eventual decrypticoa. When eloaai’ ccossllsatiaa wag octabliBbed with central" 
lzed control in the War Department, the problems apjenrn to have b&esi solved. 






As early as 1912 at the tins of the first Efc&otlngB of the Inter- 
ministerial Cryptographic Ccenalesixi, the value of building up a occasion 
library of crypto^aphlc doeuasnto of all kinds wae r*MOg&lE®&. It via 
consider ad the most eooncmicai method cf making rcre liable to all tho crypto- 
graphic services standard works an orypfcogmpiiy, training material., oaadea 
of codes, etc. With funds frets, tlia Xatsricr and War Whale tries a nucleus 
of such documents was assembled by 3914 and regained In the custody of the 
Interior Department (S&rete Cea^mlo) during the v&r . There is no evidence 
as to Its eventual Ate. 

After the war there were occasional protests at Inability to socure 
certain itema of Infoxisatlan known to other Departments and necoGeaj^y far 
code recovery (e.g. movemaats of Italian. officers In Occupied Go zs&any}. 

In 1922 It was urged that there should be a pooling of outsldo iafcRmeticn, 
both general end specific (e.g. camparcnised eodebooks) . This already win 
being done between Stfretd, War, anl Eavy, but much was lost on both sides 
by the failure to bring the Eoroigu Affairs Ministry Into the collaboration?. 

f. Research on ccanpllcat a l cryptogranhlo isathoda (especial ly 

machines ) ~ ’ = “"' ~~ ’ 

Shis first vas sientlaiad as a problem — and a strong rae&amb 
for a centralized direction --in 1928 • She tacdercy toward accra secure 
systems and elaborate machines had revolutionized the reqt ireassatr of a 
cryptamlytic section. The work coil A ao longer bc» dres® by orypteealysts 
working individually but required beaawork, with staffs of clerical personnel 
attached to the analysts tor the mechanical tasks. Dan©* tor® research. pro- 
jects had to be set up, and thio required mere extensive paracciuo?. then the 
individual services could afford. As a result the ter'Teuoy was for theoe 
services to ccacuntrate on the easy probl&iso, setting aside the aoro diffi- 
cult ones. Yet it was pointed out that In tine of war or international 
stress It was solving of tho difficult ones that would be meet vital. 



Iota sur le Service du Chlffre* 12 ApfrllTL922 P. 6 
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6 * Research ,ln & larger 

This pro! ilea too vaa first mentioned. in 1938* Hero again* as 
in the case of machine research., lack of personnel prevented, the extension 
of research efforts ai'ceasary to keep abreast of world problems. Boring 
World War 1 the cryptwialytic services decrypted German, Asatrian, Bulgarian* 
Greek, and Turkish na&sages "to speak only of enaalec”, it was reported. 

3a 1938 cryptsnalytic research was presumably being done la English, 

German, Spanish, Italian, Russian, and French,® but such Important lesiv* 
guoges as the other Slavic languages and Japanese vers being completely 
ignored. 



2, Prouaratia* for Wartime Cxy yfcawe-iywia 

The value of CCMXHT in wartime depends on speedy decryption. 
Experience in World War I shotted the vital necessity of having, at the vary 
outbreak of war, cryptanalytlo specialists methodically trained in peacetime 
la the encrypting procedures being used abroad. "This preparation is 
possible, " it weu; declared, "for experience proves that the encrypting 
processes used during critical periods preceding the declaration of war and 
the opening, of hostilities are similar, if hot identical, to those of 
peacetime. 

Boring World War I, although about thirty officers wore recruited for 
work in the War Department's Cryptamlytic Bureau, *feost of then were sever 
able to' do more than decrypt a message when given the key; a few were able 
to recover the key when it changed or to reestablish in order the scraablM. 
pages of a codnbook n . e Those who did the primary oryptanalytic work — 
discovery of kt»ys and systems -* - ware, with but one exception, those who 
had received pire-war oryptanalytic training, chiefly under the auspices of 
tho laterministerlal Cryptographic Commission. The one exception, brilliantly 
gifted and varJdng under the best conditions far gaining rapid experience, 
required 18 months before he was able to make significant contributions. 

Even tho trained cryptanalysts ware usable to produce results until October 
1914, thus losing much valuable intelligence, because most had received 
theoretical training only, with no opportunity to became acquainted with the 
particular systems actually in use or with garbled text. 



a. Appendix P, 3 ft ’ 

b. Letter from Minister of War to Birector of the Services of the Remanent 
General Secretariat of the Higher Council for national Defense - 16 Bee. 192ft. 

c. "Note sur Is Service du Chiffre" 13 April 1922 P. 9 
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0 no of tbs strongest arguments presented against lack of coordination 
In the distributing of intercepts sail in cryptanalytio research was the 
great danger to national defense in preventing the proper training of crypt- 
analysts for wartime. 

3o Crypto- Security 

The problem of crypto- cecurity, thou^x less often mentioned in the 
arguments for cryptaaalytio collaboration, was coo of the principal reasons 
for the creation of the Ihteraninlsterlal Cryptographic Commission in 19Q?» 
At that time it was pointed out that for lack of liaison one cryptographic 
section was unable to take advantage of progress made in another, and that 
lass advanced Elections vara unfittingly using insecure systems. 

In 1922 whan the Conlsslan hold its one and only post-war mooting the 
situation seosio hardly to have improved. It is noted in the minutes: 

"lie (the secretary) brought out the foot that in the 
present service it is to be observed that certain Ministries 
have codes end ciphers which ere entirely inadequate to 
safeguard their security against cryptanalysts ... .For lack 
of surveillance exercised by qualified people over cryptog- 
raphers, certain telegrams are drafted by unlnstructsd 
personnel, so that the security of the codebook is gravely 
imperiled. A telegram from a Prefect addressed to the 
War Xfcpartaaat, containing a mixture of plain language end 
code groups, was placed before the eyes of the Commission, 
with the remark that the document used for encrypting gives none 
of the rules to be observed for cryptographic security, and 
that it seen s, from the frequency of such acts during the war, 
that no organization is provided to call the attention of 
code clerks to errors capable of imperiling not only their 
own cryptographic system but also those of the other 
Ministries. Examples were cited on the latter subject." 

Uhls may be compared with the following paragraphs from a "lot© ca 
Cryptography", presumably written by dvierge, dated 12 April 1922 : 

"In many Ministries the officials responsible for this 
service have no idea of the successes achieved by the crypt- 
analytic services, that Is, those that work on solving, keys 
end recovering dodebooks. The codebooks they prepare are 
. consequently rather single in the ayes of a cryptanalyst. 

Moreover, most of them do not know how to uao the books and 
no one teaches then nor watches out for the proper use of 
the documents. 

"Ozus during the war prefects used code to report bombing 
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results, intareating for tho ansgy to know, leaving almost 
all tho telegram in clear, which is strictly farbid&on, 
end encoding only a few words which were easy to recover. 

Hot only did that endanger the codebook used, hut it could 
have given indications as to the words of the telegram sent 
at the ease tine by the Military governor, and facilitated 
progress in the recovery of Me code if the enemy by spying or 
other moans had been able to procure the copy of a few 
pages of thin document. 

"These bad cryptographing procedures still persist today...." 

Shis natter of the inseparability of cryptographic security vac 
recognized by the War Department's cryptanalysts, as is evidenced by the 
foregoing statements. It formed the basis of soother protest aad plea for 
collaboration in a letter drafted on 1 October 1922 by Givierge, suggesting 
that a cccaleslaa be called together to study ways of acMeving inter- 
ministerial cryptanalytic collaboration, especially between the VOrelgn 
Affairs end War Ministries. It adds: 

"This ocemlaelon sight at the same time examine certain 
Beasuk.es relative to the current encoding procedure) which were 
taken without ssy service's understanding the reason far thssei; 
far example, the refusal to use one end the same codebook 
for the telegrams of the Commissioner General in Morocoo 
addressed both to the War Dopartasnt to DIFDOMASIE, which 
can foroe the Sigh Commissariat's services to moke two 
encodings of the some telegram, & most dangerous measure for 
code security. " 

Actual collaboration in the use of codes and ciphers was otherwise not 
stressed, however, aad in general the right of each Department to hovo Its 
own secret systeoa vaa freely recognized. 

There was thus a dual need: 

a * to adopt secure cryptographic systems, and 

to train and supervise personnel In the proper use of these systems. 

In 1909 concern centered about tho first point, aad there followed a 
pooling of ideas and materials (ccceerolal codebooks, works on cryptography, 
etc.) among all the Ministries ccacernaA except Tarelgn Affairs. In 1922 
both needs were considered, and a formal resolution was passed by the short- 
lived Cryptographic C amission, under tbs inspiration of Lt. Col. Glvlerg», 
reccemending that the cryptographic bureaus be placed under the supervision 
of an experienced cryptanalyst. 4 



" TO ft S E 

In a note prepared for reading at this meeting of the CcsHElBsicn, 
Givlergo urged that all ministerial Departments transmitting and intercepting 
messages hare a cryptamlytio service '*oot only to read Intercepted traffic 
hut also to proride surveillance over the codes and their use. . . a 
This me particularly aland at the Ministry of Colonies and the PTT, which 
had cryptographic bureaus only. (An interesting special cose, brought out 
during the Commission^ discussion . vaa that of the SiJretrf, which ted a 
oryptanalytlc but no cryptographic service. All of Its telegrams ware a ant 
to the "Telegraphic Service" which uas manegod by STT enployoos under the 
CAB mST UtJ M 32 JISTHE. This service created codes, onooded, and decoded for 
the SCroto without supervision end without liaison, with the latter *s orypt- 
analytic service. The insecurity of euoh a procedure was to be eallod to the 
attention of the Ministry of the Interior, of which the 8uret£ is a part} . 

Givi ergo himself evidently favored the combining of the cryptographic 
and cryptflusalytic bureaus under one head, for in a "Bote an cryptography' 7 
written at this same period (i.e. in 1922) he says: 

"Caere is no cxyptchalytlo sarvloe (responsible for 
decrypting the messages of others) except at 7 orol@i Affairs, 
the Sure to, and the levy, (where they are distinct from the 
cryptographic service proper) and the War Department, where 
the 
the 

the 

i wijij 



By 1938 the complications of cryptographic processes, and particularly 
the use of machines, had led to "firefliaont and completely cordial contacts" 0 
between the head of the Jorolga. Affairs Cryptographic Service (separate 
firm its eryptaaalytlc service) and the heads of the War, Bavy, end Air 
cryptologic sections, "especially for the joint study of Inventions which 
might improve cryptographing methods". 0 This seems to have been the 
extent of the collaboration. ; existing nm-snohanlcal codes and cithers 
were apparently not subjected to tests for security, nor is there evidence 
of soy joint endeavors to check on the security of practices of crypto- 
graphic personnel. 



two services are joined, 
aaaiBS S£ the poraocneA, 

tanalrtlc nrogreeB .* 0 ' 



sucvoilSaaoe. of 

a level with 



a. "Vote destlnie A litre lue a la Commission JhtezmlnistBrlelle de 
Cryptographle" 4 April 1922 p. 7 

b. "Bote but le Chlffte" 12 April 1923 P. 2 

c. "Bote an sujet de 1 * collabaratlon IntaxvlMeterlelle en matiero de 
dtforyptements” — May 1938 
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B. Proposals 

1. Regular liaison among cryptologic service jbga fta 

She simplest method of achieving coordination in eryptanalytic 
matters vas through regular liaison among the heads of the various crypt- 
analytic services. This had the virtue of achieving scow of the objectives, 
at least in part, without making any changes In organization, which would 
bo likely to bo resisted. 

Ifader such an arrangement certain exchanges could be made of Intercept 
material which had bean sent to a section unable to use it, of technical 
information, such as codebook recoveries or enolphenunt methods, and of 
collateral information considered of Interest to another section. This 
could be done while retaining the independence of the Deparlaeata and 
localizing responsibility and security leaks. 

Its principal disadvantages were that in practice it vh rarely possible 
to achieve liaison among all the eryptanalytic chiefs, and even when achieved 
such liaison partially solved only a few of the problems to be met. Expe- 
rience showed that greater convulsion than an appeal to good will, to nation- 
al Interest or even to self Interest was required to persuade the Foreign 
Affairs Ministry to Join in the liaison plan; yet without that Department's 
participation almost none of the major evils in the eryptanalytic situation 
could be coped with, Whan, through the persistence of the Premier, that 
Department was finally brought into a liaison project in 1958, acme useful 
exchanges were made,* but it was recognized that such a loose relationship 
was still too Inefficient, uncertain and Incomplete far the stem require- 
ments of national security in wartime. The coordination of eryptanalytic 
effort required the support of ease extra-ministerial authority to win 
acceptance for reccamondAtione and to maintain Itself above the whim or 
convenience of the individual Ministry. Furthermore a tighter organisation 
vas essential to make any adequate reforms in tbs distribution of traffic. 

To give cryptanalysts a genuine opportunity to interchange technical infor- 
mation, they themselves needed to meet and work together, not only their 
chiefs* Without a central directing organization, the transmission of 
collateral Information was bound to be irregular and spotty. The use of 
personnel remained uneconomical: the few cryptanalysts in each Xbpartmant 

had to bo spread over the saao typos of problems — cipher, code, machine 
problems — at the expense of extended work an the more complicated of any of 
these problems. 

Thus the voluntary liaison plan, even when it succeeded, vas considered, 
at least by the Rational Defense Ministries, as only a stepping stone to a 
more closely knit organization: either & single cjT ytaaalrtlc burea u. 



a. See Bart H, page 40 
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cent ralising all the functions of the various ministerial crgrptenalytlo 
services and completely supplanting the latter, or a centra l Inter- 
urttttHtoyial or yptamlytlc service. fconoally handling the necessary coordi- 
ntitlon and easing In speculative research”, leaving the specific resoarch 
and exploitaticu to the various ministerial services. 



Ihe ccriJept of the single cryptanalytle bureau, la direct con- 
trast to the liaieca idea Which sought to preserve the autonomy of the 
various department^ services, would supplant these services ccoplotely, 
centralizing all jxyptanalytlo activity in one bureau separate from all the 
Ministries* Khan this idea was analysed,** precasably by Givierge, in 1916? 
he down certain conditions which he considered essential to the success 
of such an organizations it most bo "created outside of all ministries, above 
the ministries, with a chief who has Indisputable authority with the “grands 
services* (t its FTP and the public prosecutor *s deportment as well as the 
ministries concerned) a coapotenco as great as hi« authority in all ffjnerel 
questions, lailitazy, political, etc..*, and who has funds at Ms disposal. * ° 
Since he considered it unlikely that these conditions' could be fulfilled, 
he was opposed to such a plan. 



It was generally considered that such an orgrmlzatlcn must be 
placed under an existing Intazminlsterlal body or the Office of the Crazier. 
In the plan” of February 1933, it was proposed to concentrate all personnel 
and budgetary resources of the various departmental cryptanelytic services 
into a single service administratively under Motional Defense "or under the 
Office of the Premier (Higher Council of Defonno) if the Foreign Affairs 
Ministry consents to Join in the plan. N 

25he organization wae to be caapased of a section head, "preferably a 
civilian to ensure continuity”, and four or five sections. Each section 
would Include officials, either civilian or military, detached by the 
Administration to which they belonged (Havy, War, Air, Colonies, Foreign 



a. See Appendix I’. 45 - 57 

b. See Appendix ?• 46 
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Affairs). a Id addition there would he auxiliary personnel, possibly cocsncn 
to all sections, for purely mechanical tasks. 

b. functlong 

The functions of this organisation would bo: 

(a) to maintain the current ssrvloe, 

(b) to prepare for the functioning of the services in wartime, and 

(c) to verify the security of the national cryptographic systeas 
used* 

Jta maintaining the current service a section would bo responsible for 
receiving and distributing all intercepts. (la 1£16 Oiviorge had writtsa 
that the single bureau would have to direct the intercept services; in the 
1938 proposal this is not suggested) . There would be an orderly distribution 
of CCMST to the Interested Deportanats. A central documentation service 
would assemble all the documents now In the various Departments: dictioaarlos, 
reference boots, etc. A press service would be organised. A study group 
would do research in new systems, invent ions, machines, etc. Cryptaoalytio 
work of all types from Initial study to final exploitation would be carried 
on In this organisation; cryptaaalytic results (oode recovery, observations 
on encipherment eye terns, etc.) would be communicated to the various sections. 

The individual Ministries would be allowed to do cryptaaalytic wort only far 
Special well-defined missions, and the Central Service would be kept informed 
of the results. 



a. icbere is sane confusion in the plan at this point? 3Seso sections, accord- 
lng to the proposed table of organisation. Appendix T? S7, would be divided 
on a linguistic basis: English, Geeraan, Italian and Spanish, Russian, french, 
etc* This idea is also borne out in the advantage noted: tBy having know- 

ledge of all the systems used in the same country, cno will more easily be 
able to ascertain the habits add enciphering systems of that country's services 
and reconstitute the principle which is being established on the other side." 

On the other hand, as one of the assurances to the various Departments 
that their secrets would not be divulged to other services, it was stated -that 
"Du principle, each section, composed of agents responsible to a given Minis- 
try, will work only on messages of interest to that Ministry and will have no 
knowledge of texts of Interest to the other sections. " This implies a pri- 
mary division Into sections for Army, Havy, colonial, diplomatic traffic etc. 

A possible Interpretation is that the primary division would be by language, 
and a secondary division within the language sections would be by Ministry, 
but the evidence is conflicting. 
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A 8 far maintaining security, Givlorge bad argued la 1916 that "security 
consists not In concealing the existence of services to which all the dine 
morels allude, hut In concealing the exact nature of the work "being done 
and the list of projects under study there"* In 1933 three security measures 
were Incorporated into tho plan In an effort to reassure the various Depart- 
ments that their secrets 'would not he divulged to other sections: (a) decryp- 
tions would he canoaunlcatcd exclusively to the ministries concerned: (b) 

agents from a given Ministry would work. In principle, only on messages of 
Interest to that Ministry and would not he given Knowledge of texts of inter- 
est to other sections; and ( 0 ) edy tho oryptenalrtlc results would he commu- 
nlcated to the various s&tlans. 

The organization would prepare for the functioning of tho service In 
wartime hy training reserve personnel end developing a thorough knowledge 
of the systems and encrypting habits of countries with whose -traffic it was 
advantageous to he familiar* 

Co Advantages 

The advantages of the single cryptaaalytic bureau were numerous: 

(a) All traffic would he sent to a single service which would 
distribute it on a cryptaaalytic basis, i.e. on tho basis of type of system 
used and not exclusively on the basis of address and signature. This guar- 
anteed the exploiting of all traffic. By having more traffic and, especially, 
complete series of messages from tho seme sender, cryptanalysts would be.ro 
better chances of success. 

(h) By pooling personnel it would he possible to sake more 
economical use of them and thus to extend work to new languages and to engage 
in long-term research projects on the more complicated problems. 

(c) By working In close proximity it would he possible for 
the cryptanalysts to interchange special knowledge and experience to mutual 
advantage. 

(d) A centralization of all documents and collateral in forma- 
tion would result in a much more complete and efficient reference service with 
less expenditure* 

(a) A more uniform and rational training of personnel would 

he achieved. 
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Many disadvantages to such. a drastic proposal were presented, 
however. Jh his "Bote on Cryptography " a written la April 1922 Givierge, 
speaking of a single oryptanalytlo service, says: 



"Sffortrj have been made toward it several times 
and plans for it were even made during the war. These 
never succeeded because the Ministries want to ho cure 
of obtaining detachments of personnel for spools! 
positions If they need them (e.g. the War Department for 
the azoles In wartime), and to he able to have documents 
which. Interest then studied at once. Too great a special- 
ization In aillcaxy or diplomatic questions, for example, 
has always been feared. Bow, tbs foreigja Affairs Ministry 
has never accepted even the Idea of a control over the 
tasks which would establish a priority order. " 

Other elements pointing to the undesirability of complete unification 
ware noted by hln as foUcwss 

(1) Diversity of problems: the profound differences between 
systems for correspondence of individuals, basks, etc. on the one hand and 
official system (Diplomatic, War, and Bavy) on the other hand; 

(2) Value of specialization: the value. If one wishes to be 
able to sake crjrptanalyite Into specialists and to obtain a good output, of 
assigning the various categories of cryptograms to separate study groups;* 

(3) Beed for departmental autonomy: the necessity for a 
ministerial Department not to be allowed to have recourse to another when 

a question of secret correspondence is Involved in an affair in which it is 
concerned* 

(k) Crypto-security: the need of having in the Administration 
qualified personnel to draw up cryptographic docu&ents and to oversee their 
use; 

(?) Administrative difficulties: the difficulties for various 
reasons, arising for exmaple from the status of the officials, of having the 
rare cryptanalysts leave their present Administration; 

(6) Size of task: the enormous quantity of documents sus- 
ceptible of study and the material took of classification and of setting up 
archives. 



a. Tfoto but Is Sklffre'’ , 12 April 1922, P. 9-10 

b. This argument boobs ha&y valid here, since such specialization, 
is not incompatible with the idea of a single central bureau. 

IS 





2h 1958 a War Ministry note ccasaento that: 



"The fusion of the existing cryptanalytic services 
seams difficult to achieve for reasons of ccaeiand., recruit- 
meat, instruction and moMli nation, and for material reasons 
(buildings, credits)*" 

The most valid fears with respect to a single cryptanalybic bureau 
seem to have been that: 

(1) It might be dcr&natod by one Department to the dloa&vau- 
tage of another; 

( 2 ) Special interests night be ignored or given lev priority; 

( 3 ) The Departments would have no control over the topics 
studied and would be unable to assign analysts to special, jobs; and 

(4) Cryptographic ooctions would be deprived of the necessary 
criticism and guidance of cryptanalysts (unless the single bureau were made 
responsible for all cryptographic functions as well). 

Although verifying the security of the national cryptographic systems 
was named as one of the functions of the single cryptanalytic organization 
in 1938, no expansion of the idea is given in the plan advanced* This would 
presumably involve studying the systems to test whether they would be highly 
resistant to cryptanalytic attack (it is not clear whether this includes 
checking their actual use for violations of crypto- security ) , but it does not 
imply a centralization of the individual services nor even direction by a 
cryptanalyst. In 1916, however, when Col* Cartier had proposed a centraliza- 
tion of cryptanalytic services only, Major Givierg© had pointed out that the 
cryptographic services must, in that case, be centralized aa well since thoy 
'Wat be directed by cryptanalysts" who will "instruct the operating person- 
nel and prepare the doounoats." n 

This point was, in foot, used as a strong argument against a single 
cryptanalytic bureau* In a "Sfoto on the Cryptanalytic Service" in 1922 it 
was stated: 

"One can fall to be in favor of a plan of this nature if 
one does not wish to make this central agency responsible for 
the surveillance of the application of the French codes and 
ciphers in the various ministries. It is necessary, in fact, 
in our opinion to prevent the agents who use our codes and 
ciphers from using them carelessly* The qualified authority 
seems the Ministry to which they are responsible . Sow to 





watch over a cryptographic service properly, it is necessary, 
we think, to hav<» cryptanalysts who, using the mistakes of 
other a, know whioh ones oust he avoided. The necessity of a 
separate service in each Ministry, as we have today, is there- 
fore very readily justified.” a 

Tor these reasons the teednnoy was to favor the third possibility — a 
central inteminlsterlal oryptanalytle service — which would cob* in© x» ay 
of the advantages of a siJigle bureau with fewer disadvantages. 

3. Central Intec ministerial cryutanalvtlc service 

She central : nternfMetorlal oryptanalytle services originally 
envisaged as a purely coordinating agency, would have, as finally evolved, 
two major responsibilities: coordinating the work of the various ministerial 
cryptanalytic services, and engaging in "speculative research", leaving the 
specific research and exploitation to those services. Shis proposal avoids 
at the seme time the ScyLa of loose collaboration, where the heeds of the 
various cryptologic sections meet, under some persuasion tc patch up hero and 
there a few of the deficiencies of an uncoordinated system, and the Charybiia 
of complete unification of cryptanalytic activities, depriving the Beportaaeats 
of any cryptanalytic perstunel. Such a central office was presented chiefly 
os a wartime measure, however, proposals for it being most numerous and 
urgent before end during Farid Veer I and again in 1933 -39 when World War IT 
was threatening. She xaosi. specific of these proposals, reproduced in the 
Appendix, were Col. Cartier's 1917 plan for reorganization of tho crypt" 
analytic services (presume Hy adopted for the last year of the war) end the 
dray, Savy, and Air Force plans of .1933 -39* 

a. It was originally planned to place this coordinating group 
under one of the Ministries: in 3914 the cryptanalysts were intended to be 
un d er Interior, in 1917** the service was to be handled by the War ©apartment, 
and at the end of 19!fi it waa proposed that all oryptanalytle work an peace 
negotiations be done under the aegis of the Foreign Affairs Ministry. From 
1925 on, however, it was {jsnoraJJLy recognized that ouch a coordinating 
organization must be under intezmlnleterlal control — possibly the Office 






oe in 






b. Cartier had proposed that the oryptanalytle service, rightfully an ergon 
of intelliflance. should be attached to a General Intelligence Office, than 
non-existent. (Shis notion was immediately rejected by Ms superiors "because 
of the special nature of the intelligence utilized by the Bopert&sat of War”) . 
He suggested that under present conditions it be attached to the War Ministry 
at least for the duration of the war, but added that it could be under the 
Foreign Affairs Ministry cr even the Office of the Preaier. 
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of the F^salcr or, more urualXy, tho Hi^aar Cornell of Batiaual Defease * 
la the JVEsay*B 1538 note*' It was proposed to place it under one of the 
Ministries of Hatdcml Defense or tho filler Council of rational Dofeneo. 
The Havy proposal® later, however, insisted that it oust ho placed under 
an authority superior to the Ministries, giving as reasons: 



(1) The 






(2) The possibility of using qualified civilians as research 
vorkors(o.go former military cryptanalysts of real competence whoa it would 
he difficult to employ in a subordinate position in a military agency) • 

h. Personnel was to ho obtained from the ministerial crypt* 
analytic sections. (In. 2£1? a delegate free the Office of the Premier was 
to he Included) 0 The BSvy suggested that each Ministry might contribute wo 
or three persons of officer rank and if possible an equal mafbor of secre- 
taries; tho entire Havy plan was. more limited, however, aching general crypt - 
enalytlc studies the only function of the service (excluding coordination). 

c. The major proposals (except Bevy's) involved a two-fold role 
for the central cryptanRlytic service: research on all cxyptanolyblc 
questions of general interest, and coordination of the week of the various 
ministerial services. “ 

The research asp set of the work would involve: 

(l) Preliminary study of new systems intercepted to determine 
their general nature. VTbm a system had reached a point where it could he 
handled, by the proper ministerial service, it irould he turned over to the 
latter with all necessary Infoxnatlon for continuing the study (o.g. reco vary 
of particular keys or hoa'dxreeking) or for exploitation. 

(a) General study of new oryptographing processes (machines, 
electromechanical or elertromagaetlc processes, etc.) with attempts to 
establish decrypting methods. This includes critical study of all isvaatlans 
end eysteas proposed for adoption by the various DepartEan&s. 

The coordination of tho work of the various oryptoaalytlo services 
would involve: 

(1) centralizing the receipt of all intercepted traffic; 

(2) distributing it by system and category, not solely by address; 

(3) establishing liaison among the various groups to (set tho best 
results while limiting and localizing responsibilities; 
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(4) getting up and taitvtaing a repository of documents and 
technical Information regirding enemy encrypting systmns and their use; 



(?) setting ut> and xsaintainlng a card file of eaoh country 
studied and giving each gr<%p information to help its work; 

(6) establleliing direct relations with Intercept and intelli- 
gence eorvicsa as well as with the exploiting services in the various 
Ministries; 

( 7 ) setting up a prose service for information purposes (and 
the Air Force suggests working with the Press to censor any publications 
likely to intperll erypto-soourity); 

(8) making the necessary ccagaunl oatlana in the proper fora to 
the services concerned. 

d. To achieve these purposes* the Away and Air Force made 
generally similar proposals for organization; 

(a) A director and assistant 

(h) An archives or classifying section responsible for: 

(1) receipt, classification and distributing of intercepts 

(2) distribution of decryptions 

(?) centralization of information and documents of any nature 

(4) setting up and maintaining of card files of cryptanalytic 
information 

(o) A llaiaai section, maintaining close relatione with th» 

; departmental services end with the Infcmar.ticn, Intelligence 

and Frees Services 

(d) A or study eocticn, responsible for: 

(1) preliminary reeearch after traffic classification 

(2) study of systems, machines, cryptographic invmtlauj 

(?) checking on the security of natiane’J. cryptographic systems* 

(e) A translation service of plain text intercepts 

The departmental cryptanalytic services would retain their autocos^ to 
a considerable extent, handling their own recruitment and training of personnel. 
Since close and constant .liaison was necessary among all the groups, however, 
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It was frequently urged ihat they (should work in the sane spot or at least 
in close proximity to each other. Another argument for proximity van the 
ease of establishing and using the central archives and information section. 
On the other hand, many e&vooated physical separation for the soke o:’ local- 
izing responsibility and reducing the chances of security leaks* Ptorther- 
acre, as long as the various cryptaaalytlc services remained under control 
of the separate Ministries, there vere hound to he administrative objections 
to detaching them physically. 

e. The advantages of the central interMnisterlal cryptasaSytic 
service are many. It gives fora and authority to the long-desired inter- 
service liaison, and at the sane tino p omits centralization in the Important- 
field of general research on new systems and Machines. 

f • One disadvantage of the proposal lies in a certain amount of 
duplication of documents and information services, and the necessity 
of separate archives, where there in physical, separation of the various 
decrypting groups. More Important is the undesirability of separating 
preliminary cryptanalytlc work from its later stages* It was presumably 
Cartier who in 1&16 presented that view: 

"It would he a grave error if one vere to think that 
the cryptanalyst 3 must he satisfied In finding the elements 
of a codehook or of a system without oodsbook, and that 
they can then leave to others who are less expert the task 
of decrypting by means of the elements discovered by than. 

"It is on the contrary Indispensable that they thoa- 
selvas carry out the decrypting , or at least remain in 
close liaison with thoso Who do so, in order to familiarise 
themselves with the spocial phraseology of the enemies and 
with their cryptographic mentality so that they may bo able 
to find aa speedily as possible the nev codes or the new 
cryptographic system that are placed successively in service. 

"Our enemies in foot use many codes and various systems, 
each of them complicated by frequent transformations. 

Certain texts, encrypted with a known system, often 
give very useful Indications for finding those encrypted 
with other unknot m. systems, especially considering that 
the same aubjectu are sometimes in texts encrypted with 
different systems, sometimes in the same words." 
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later, however, the same \rriter adds. 



n Xt should not he thought that It Is essential to 
bring together in the ease building all the sections 
which are charged with different categories of decrypt- 
lag. There can even bo as. advantage In separating them 
in order to localise responsibilities and to reduce the 
chances of indiscretion* n 

Another disadvantage, corrected by the single bureau plan, lies in 
the failure to bring together all the systems — military, naval, colonial, 
diplomatic, etc. -« of a given country into one section. Vot only does a 
military message sometimes throw light on a diplomatic one, as they veil. 

' knew, but the duplication of linguistic personnel is in no way reduced 
without such unification. Opportunities for extension of study to other 
important languages without increasing the total personnel would, bo there- 
fore eliminated. 

la a War Ministry note of 7 March 1938* it was observed further: 

"The creation of a centralising body under the fora of an Intexmlnlsterlal 
Office of Cryptamlytic Service^ leaving to each Department its autonomy, 
would require supplementary personnel difficult to recruit and rather 
large credits." 

In spite (XT some disadvantages , however, this solution, & ccatproai/io 
between maximum independence and maximum efficiency, found more favor 
than any other. 



a.” Vote pour la Cabinet miltsire du Minis tro", 7 March 1938, P. 2 
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The advantages of lnternlnlsterlal collaboration of tho cryptaualytio 
ssrrieos vor© early recognized by specialists in the War Ministry, and their 
effarta to aohlove this goal over a 30-year period are revealed in a collec- 
tion of documents front the files of the Cryptologic Section, Deusife© Bureau, 
Amy General Staff, Hiniatry of War. 



A. Bre-World War 1 Efforts 

Around 1908-0$J vica the first suggestions were Bade for i»tea> 
alnleter lal cryptographic consultation, this was the situation: Two cortora 
of cryptographic study were functioning regularly and in a practical soccer 
in Burls — within the foreign Affaire Ministry and at the Burst© Gdivirels 
In the Interior Ministry* 3a the War Ministry there w as a Cryptographic 
C amission which, presutaaMy far lack of doouneats, worked chiefly on theo- 
retical problem. One of its missions was that of anklng codobooke. 

3ja 1906 General Bertfcaut, President of this Military Cryptographic 
CcmlBslon, deploring the complete Isolation of tho various cryptographic 
services In the Government, proposed to the Minister of War the creation of 
an Ihtexffilnlsterlal Cryptographic Ccaaisalcn. He stressed its utility in 
tine of peace far guarding french cryptographic security, pointing out that 
progress In encrypting methods resales localised far want of proper liaison, 
and isos advanced sections are unwittingly using insecure cryptographic 
procedures. A pooling of Ideas and materials, Including ccnoerclal code's 
and hooks on cryptography, would he not only In the general interest hut 
also In the particular Interest of each section (whoso independence In 
natters of organization and procedures would not he affected). General 
Barthaut emphasised, In addition, the need of preparing for readiness in 
time of war a "reading and supervising ccmlttoe" to watch over encrypted, 
correspondence. This was later expanded to the Idea of a "cryptanalytic 
comlttee". 

He proposal was Bidnltted hy the War Ministry to the other Ministries 
concerned: foreign Affairs, Havy, Interior, Colonies, and Public Works 
(Post, Telephone and Telegraph) • Agreement was easy with all hut tho first, 
finally all agreed on a draft decree, which ultimately the Minister of 
foreign Affairs refused to sign. His was the first manifestation of tlie 
non-cooperative attitude of that Ministry which was to run like a recurring 
them through the next thirty years. The draft decree was then modified 
to exclude the Ministry of foreign Affairs, and was sigaed on 9 January 1909 
hy the Ministers of War, Havy, Interior, Colonies, and Public Works. 
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5his decree, subaittei on 11 January 1909 by the Miniater of War 
(G. Hcq.tiart) for the approval of the President of the Republic, set up on 
itat easBlal s tarlal Cryptographic CcBOiaelcn under the ohalzmnehlp of the 
President of the Military Cryptographic Caanleslcn, with mastership ccnslot- 
Ing of representatives froa the Cryptographic Services of the five Ministries 
concerned. Oie purpose of the Ccuartnoion was "to study under what occdltlons 
the cooperation, of the various cryptographic bureaus can bo organized either 
In peacetime or in v*r£lm»”« 

Between 1909 end 1912 the role of this Conieslca seam* to have beau 
United to personal contacts end the exchange of technical notes among seen 
of Its anthers. In 1912, when Mlllscsaad was first Minister of War, the 
War Ministry 0 a Cryptographic Section was created, probably under the inspira- 
tion of Captain Givlorge, then a neater of the Minister's personal staff, 
who was particularly Interested in cryptanalysis and who far many years 
figures prominently In the struggle for Interalnlsterlal collaboration in 
the field. 

Under the new impetus the first forms! meeting of the latorainlsterial 
Cryptographic Commission took place on lA May 1912. !Eho prime objective 
now became the organisation of the Cxyptaaalytlc Committee CCaalte da 
ddchlffraasant) , In which the foreign Affairs Ministry had been Invited to 
participate. Again that Ministry was not ready to cooperate. Although It 
had appointed Its representatives. It refused to divulge their asses or 
order then to participate in the cosatttee's vxxsk until the of seed”. 

Tho Connlaslon decided Ihuat it could not await that araaenrt to begin to 
create so ccqplex an organization, and proceeded to take steps In that 
dlreotlan without the cooperation of the Qual A'Qrsay. A noil group of men 
intended to fora the nucleus of a cryptaaalytlo organisation in the event of 
war was, therefore, given Instruction., end. a library of technical books and 
other reference material was developed. 

Seven meetings of the Commission were held at Intervals between 
3A May 1912 and 16 June 191A. A practice exercise hold In April - May 391k 
showed gratifying results for the training which had been given over the 
post year to the budding cryptanalysts, but there was a recognised need for 
recruiting more trainees. 

During this time, according to on* settswhat embittered account, tho 
foreign Affairs Ministry had succeeded, following various Incidents, In 
cutting off from, the Sfcretrf Gdn£role (interior Ministry) tho principal 
source of Its material for study. She Bavy Department, whoso radio service 
was supplying tho War Depcrtment with precious documents for study, was 
urged to have a special section, but lack of personnel prevented this simp. 
At this point the outbreak of war altered the picture. 
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1. The flrat Mentha of the -war 



Open mobili Ration the control and cryptanalytic service wao 
supposed to begin functioning. Whoa, apociflo physical questions bad orison, 
however, with respect to the setting up of the Cryptaaalytio Casalttea, a 
curious spirit had been encountered; there would he no war; besides, in 
case of war no encrypted telegrems would ho sent. Thus the existence of 
the Cryptnnalyfelc Ccnalttoe remained In the realm of the vague. Hera ras 
scarcely oven an awareness of Its existence, and. In any case, of Its degree 
of preparation. When war broke out, the role of the various groups was to 
he as follows: 



a. The Sftretd (in the Interior Department) would direct especially 
the IncterBlnlsterlal telegraphic control service. (It was to this agency 
that the cxyptanalytlc group was first assigned) 

h. The War Department would concern Itself particularly with 
radiograms fron the front and would give GBR the means of translating then. 

c. The foreign Affairs Department, which promised to furnish 
personnel far servlee (a), would continue Its peacetime work. 



The telegraphic control service, however, was improvised under the 
direction of personnel knowing nothing about the special service of csypt~ 
analysis end Its potential value. Discontent over mlensaaganent of the 
service end poor utilisation of their led to the disappearance in 

a few days of the cryptanalysts trained for the oryptaaalytic ccmalttoe. 
Sene went to Join Captain Giviergo at GBR; others to the cryptanalytic 
section of the Havy, War, Interior, and foreign Affairs Deportaents. All 
the Ministries set to work and achieved considerable results, hut lack of 
adequate preparation led to annoying delays In the receipt of documents 
by the w^ptanalytlc sections and prevented the reeding of encrypted traffic 
In the vital first months of the war. 
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Xn July 121 6 the multiplicity of separate ozyptenalytlc 
agencies, with the attendant evils of duplicated effort and inadequate? 
liaison among them, beoeae the subject of a note® presumably cnaa&tlng from 
Major Glvlerge at GEER. 
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Be listed the following aryptanalytic services theta existing: 
a. at Foreign, Affairs; 

T>. at the War De p ar t ment loader Colonel Cartier; 

c. at GEE£, where in theory the task of the section was to rake 
rapidly- available to the Intelligence Bureau decryptions made with synteas 
sad keys found hy the War DepartasnVs cryptanalytic section., hut where, in 
practice, under Major Gdrlerge joint studies ware being zsado with tlaat section; 

d. in Interior (Surotd Gta&als^ where, under M. Have::®*., 
study particularly concerned documents collected throu^i the postal ccntrol; 
documents collected through the postal control particularly were being studied; 

e. at the Bdr$ where week was done chiefly on the dlscorerlcs 
of the War Departments orptonolytlo section.. 

Ubio he considered an abnocraal situation, to be explained only if the 
documents could be strictly classified according to the service. S:lnco, ho 
claimed, practice shows euih a classification to be far from possible, tJasro 
was a duplication of work. 

The following liaisons existed; 

a. Colonel Cartier (War) and M„ do Courcel (Foreign Affk.ira) 

collaborated. 

b. Major Givierge (C fflft), igaored by Foreign Affairs, collabo- 
rated with Colonel Cartier, but without being able to obtain through him 
the tuefUl information withheld by Foreign Affairs. 

o. M. Bavema at Sviret*? Odn&ralo worked absolutely apart, 
l andi n g to Colonel Cartier or Major Girl ergo certain codobooka in Ms 
keeping, and scarcely seeing than except on those occasions to exchange 
some exceptional information. His abilities were therefore poorly utilised. 

Close liaison between the War and Ma-vy departments goes without eaylng 
since the former provided keys and probably reconstructed codab ooka for -the 
latter. 

A division of labor had been node between the War and Foreign Affalro 
oryptanalytlo sections on the basis of the destination end call signs of 
intercepted messages, a basis soon found to be highly fallible. In 1515 
the GBJ cryptanalytic group, finding it impossible to secure from Foreign 

topwn to be military, which 
, determined to lgaore the agreesant and under- 
take the study of all telegrams received when their diplomatic nature was 
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not Immediately apparent <, These ware ceamunicated to the War Departmaat. 
Thus, in July 2926, it we pointed out that a single radiogram might he 
decrypted three tines: arcs at GEER, cnee at the War Department, ami once at 
the Foreign Affairs Ministry* It was admitted, however, that such an occur- 
rence wae fairly rare In fact* 

There me overlapping also ‘between the Aiay and Wavy. The latter had 
created a service, apparently to avoid depending upon the overwork® 1 Army 
section, for the decryption of documents of Interest only to It, yet the 
Army In Its search far dally toys ms obliged to continue the decryption 
of Wavy radiograms. Moreover, GBR vas decrypting sane of those relating to 
meteorology and zeppellna and vas eanuinlng them all* 

3* The cpHabor atiao propo sal and failures 191^17 . 

Dissatisfied with this state of affairs, tbo Aagr gpcfeMBJtn 
proposed oQUahoratlon "to avoid having the same telegran decrypted three 
times, having the seme study made in (several places without the discovor.lco 
of one benefiting the other, having dociaaots vhlch might facilitate the 
recovery of an unknown code or eoclpliexmsnt remaining unused In another 
section". a 

After first examining the alternative of oreatlng a single central* 
cryptologic bureau, which he feared night become the monopoly of one rials* 
tarlal Department to the detriment of the others, hs recommended "t|ie physi- 
cal separation of the different sorvicos with genuine, complete collaboration 
without reservations "• This collaboration would take the foam of rogpln? 
meetings of the heads of the cxyptanalytlo services, and If need bo,, of She 
cryptanalysts themselves, to divide up the taeto sad to exdfaengo reuarto* 

Such contacts would acquaint each service with the problems, hoods, and 
activities of the others, and would ersble them to share documents nad 
information of value to each other. 

Some time later, presumably In lata 1916 or early 1917* a meeting 
called by the Mary Minister took place at the Foreign Affairs Ministry, 
under the Jiuilrmanshit) of M„ d» Morgerle, its director of Political A ffalim ~ 
a diplomatic gesture intanled, doubtless, to give the Foreign Affairs Depart- 
ment a greater sense of responsibility In the natter of cryptaaolytlc co- 
operation. This move fell wide of Its mark, however, for although it vas 
unanimously recognised that it would be advisable to bring about effective 
cooperation of the oryptennlytlc services at the Army, Xetvy, and Foreign 
Affairs Department, M. de Morgerle promptly mode reservations with respoct 
to the study of foreign diplomatic systems which he considered should, bo 
exclusively handled by the Ministry of Foreign Affairs. Vo suggestion vzvs 
made at the meeting as to the meaner of achieving the desired cooperation. 

It wae merely decided that the cryptenalytic service heads of the three 




ministerial Doparlsz&cate would moot periodically when convened by M, da Courc&L, 
head of tho Cryptaaalytic Servlco at Foreign Affairs* 



Tiro rruoh meetings took placo at which, la the opinion of the Vex Popart-* 
meat's representative (jroataaabjy Colonel Cartier), no useful results wore 
obtained. Ina his offer to collaborate by ooBsualeatlng all deceptions to 
the Forelga Affairs and Hrwy sections was turned down. He ocagplairsed that 
at the seoand meeting M. d» Courcel merely asked some Information c-onccunlng 
the radiotelegraphlo service, thus interrupting the work of three cfficors, 
one of whom (probably Major Giviarge) had ©one from CfflJ, on a setter which 
was not in tholr province. Be vent on: 

"At this aaBD session, the naval representative, 

Ccweader lirlocourtj proposed bringing to the following 
meeting an American enciphered cods to show it to the 
oonadseion. There Is reason to marvel at seeing, in 
time of war, the postponement to an indeternlnato date 
of the examination of a question of this nature.” This 
'following' meeting has not yet taken place." 

fc. The centralization -proposal and the security crisi s - 3 917 . 

Colonel Cartier, calling such mootings useless and a waste of 
time, outlined the basis of what he considered a really effeotivo collabo- 
ration of the aryptanalytio services and the of achieving 11., Bo 

protested that there is act a military cryptanalysis and a diplomatic 
cryptanalysis bat that aryptanalytio problems are generally the seme- what- 
ever may. be their subject matter. Without considering it necessary to 
bring together all the different sections to one working place, he never- 
theless aaphaaized that "a single administration is absolutely necessary 
to centralise the receipt of all encrypted documents for study, to handle 
the division among the different sections, to follow the work of eech 
group and to enable each of these to benefit from. the results obtained 
elsewhere n « 

These Ideas, although. Informally approved by Admiral laoase, lory 
Minister, lay fallow until an Incident of a leek to the press in October 
1917 aroused concern in higher echelons and elicited proposals tram, the 
Army's General Staff to tighten ozyptanalytio security: 

(1) To radars to three the number of copies of decrypted 
seer st radiograms distributed — all within the War Department* 

(2) To paraphrase messages being ooeemnicatod for infossatlon; 

(3) To oammmlcate encrypted texts coming trau. the War 
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Popa?waent*a intercept aarvicea to no crypteaalytic service of the other 
Ministerial Xtepartaonts, 

Colonel Cartier, ccBBBantlng on these proposals, which wore for tho 
stoat part a rotroat frea. even tho anaJJL degree of collaTi oration that had 
■boors, so painfully won, throws lifgit cm the dagroe of cooperation realised 
by tho War Bopartecnt at that tlnof 

(l) Jive copies of the radiograao In question were being 
regularly distributed within tho War Ztopartasant end in addition those of 
special Interest to them voro being cocasunicated respectively to the Premier 9 o 
office, to Fctrelgp, Affaire, and to the. JSrvy. Coleae-l Cbrtier suggested 
that those recipients should bo consulted before being droppod frera tho 
distribution Hat. 

(a) He agreed to tho proposal that originals be replaced by 
pftraphr&eoB but felt that tho work zsust bo done within the crypt analytic 
aeoticn. 

(?) Since the War Doparteant'a intercept service was regularly 
furnishing the Bavy end Foreign Affhirs cryptenalytic services with inter- 
cepts of special interest to then. Colossi Cartier protested that they 
could not bo cut off without a previous understanding. 

3fcic crisis afforded Colonel Cartier the opp ortunity to gain a hearing 

services. end he lost no tins in presenting its\d^ntages, with asphaslo 
on gaining the naxtana efficiency from the various cryptanalytio services 
with a aininm danger of security leaks. He sent Ms proposed reorganisa- 
tion plsn R to his own superiors (the A xsjy General Staff), to Foreign Affairs, 
the 3avy and the Office of the Ersaior. 

5* ^ho Triiagph of CentraHse,tlosa - 1518 

Xhat ho achieved his purpose during the last year of tho war ic 
fairly apparent from the following bits of evidence: 

(1) A reply from the Aaay General Staff In Novcrhcr 1917 
presents "no objections" to the proposed reorganisation, (with reserve tier.';, 
however, an the reference to a General Office of Intelligence Services). 

(2) In answer to queries on 24 October 1917, 14 Hovembsr 29-17 
and 8 January 391 S, the head of the Ax «y BewxLaao Bureau 0 a intercept 
services assures Colonel Cartier cn 1? January 1918 that his section alcno 




vill receive all encrypted documents ; Intercepted, since that is "the on ly 
cue qualified to hecdlo the decrypting of thsaa". This could sigaify a 
retreat from the spirit of collabore.tiaa, hut it is acre probably a move 
toward centralized control, with the Amy as the centralizing agency* 
Colonel Cartier, in. the 8 January l$lft letter, had declared to tide intercept 
services: 



"It is ohvicus that it is Indispensable to centralize 
in the Chyptecolytic Section the study of all the encrypted 
flecuBsoats or to leave it up to this Section to seek; whatever 
qualified help is necessary. This organization, is to con* 
fcralfry with tho unflerstaadi air reucjbq d with the i&niotry of 
Foreign Affairs agfl "the Bavy ". ' 

(3) That tho A ray Crypts taulytio Section roceived cryptogams 
intercepted by other agencies as veil, and that it acted as a control 
cxyptanslytic, coordinating, end flioto’ibuting agency say bo ir.pl? cd frer 
later ccssssats. In a speech before the post-war mooting of tho Intcir? ma- 
terial Crypt analytic Cacnlssicn in April 1922 , Lb. Col . Givi ergo reviewed 
the wurtttaa triuaphs of the Czyptenalytio Section of the War Deportuont, 
noting that: 



"One of the reasons for the excellent output of tho 
Service was the abundance of the study documents and the 
concentration by the very force of olroumstanoas of the 
greater port of tfrcaa In a single office . Thus false 
addroasoa {the sending of Gexmin military telegrams to the 
Minlntry of Jbrelgu Affairs of a neutral power, etc.) and 
rueea in the use of codeboohs without regard to content or 



addressee of the telegrams did not prevent recognition of 
tho true addressees, the language of the correspondent^, and 
tho codes they were using; and tho distribution of the 
telegrams (military, naval, diplomatic) among the bepart- 
*ants which had to use the intelligence in them was handled 
under the boat conditions to ensure both the collaboration 
and the independence of tho MiBietrlos concerned. ' ” '{&» 
latter, as they knew how to do it, decrypted the decussate, 
the hoy of which bad often been found thanks to reciprocal 
help)." 



In a letter of October 2922 , reference is sods to tho prcpcrxorrjit 
oliar© of the cuyptamlytio work which was done by the A ray Cxyptcrnlytic 
Service during the war and "tho help that it furnished particularly to 
Foreign. Affairs in the dlsoovery of systems and tho cceEunlcation of cede- 
bocks reconstructed at the War Department", 

(It-) Whereas in October 1917 Colonel Cartier had stated, “Bo 
intimate liaison has bean established among the czyptanalytlo services of 
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tho various Ministries possessing ttosa: Foreign Affairs, War, Savy, Ihtorior 
(S&’oti Gicorale}," on 20 December 1938 ho op oaks of M, Herat tte, current 
head of tho Cryptenalytic Service of the Foreign Affairs Ministry «o a son 
'Vith wfcca I have collaborated latSaatoly." 

TIi? 3.9iB period cam therefore to ho regarded in tho poot-Trar years of 
finu3traticn ao tho Golden Ago of aryptanalytio cooperation. At tho post* 
war mooting of the IrfocnmLnicrberlaJ. Cryptographic Cotaoissicn in 1922 Lt, Col, 
Glvisrga reported tint the War focp&rtjssnt'a Cryptanalytic Bureau in tho 
awnth of July 2918, for eacssplo, decrypted nearly 1000 political or highly 
Infonsativa telegrams, not to mention hundreds of radiogrcEs fren tho 
Ccaaaand at tho front, caasunlcations frasa sufeaarinQ3 and freu rlrr.ee. 



Co Post-war Beeline in C ollaboratiGn (191&19? 5) 

After the war the Sureto, and the Story and War Deportments continued to 
collaborate as "before, "but the foreign Affairs section, after collecting 
from. tho other departments all the documents that it considered "diplxmtic”, 
refund! eny hind of co3Jjch oration, Repeated "but vain attempts were wt , de "by 
the perennially optimistic heads of tho War Department's Cryptanalytic 
Section, fir at Colonel Cartier and lntor Lieut-Colonol Glvierge, 

In Pccesnbor 1918 , cooing the recant war- tine collaboration in danger 
of falling apart with tho transfer of M. Barsnitte, who had "been head of the 
Foreign Affairs Cryptanalytic Section, Colonel Cartier proposed a oloaoly 
knit orgmlmtien, attached to the Sresaier or to the Foreign Affairs 
Ministry, to handle the cryptanalytic work during the period, of peace 
nogotiaticEos . 

Psag^Gr 1919 c rt Hbt© frcaa the Cryptographic Section of tho Wax* 
Ministry raiativo to the Centralisation of the CryptauaSytio Bervicoo" c 
submitted to the Minister of Foreign Affaire for hie opinion by the Pic.-' 
who was also Minister of War, 

N 

On h January 1920 tho Minister of Foreign Affairs, while protesting 
that Poperteeat has, especially during the last few years, given its. atten- 
tion to establishing increasingly close contact between its cryptanalytic 
service end that of tho War Ministry" anaouaoes that 

'Major Insuraountabls reasons of an internal nature and of 
principle, however, stand in tho way of the adoption of the 
conclusions presented for a concentration of the oryptasaiytic 
cervices, and the arguments of wsrtlas cannot. In ay opinion, 
bo invoked in time of peace far the joining .of siailar services 
which henceforth have to occupy themselves with texts of quite 
different character which ore of interest to our respective 
Departments", 
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As Ions as the Frees lor was also Minister of Her, the Qual d'Orsay 
ccE33HnlcatcO. sex® decryptions made by Its Services ("green documents") 
to the War Dsportaifint'o Cryptenalytic Service. In January 1922. however, 
wi.cn Poincer<i he 53320 Premier and Minister of Foreign Affairs, lie ordered 
theco ccsjEunlcatlons to cease, hut on tha other baud be insisted that the 
War Doparincnt and the Siiroto GkJn.i&’al® cca^unloate all decryptions to the 
Pereira Affairs Service. (According to Idoutesant-Colmel Giviergo, tho 
Var Ministry's Cryptonalytle Service was do crypt ing nothing at tho tie©. 

The only light thrown on the reason for this state of affairs is: 

(1) His complaint that Intercept stations woro still busy 
picking up Cksrsnn or Husolan diplCEatlc correspondeaco for Foreign Affaire - 
decryptions of which were never ectanjnicatcd to the War Xtepartehaat -- 
Instead of working on tho interception of other European stations which 
would he of store interest to his Service. 

(2) Tho comment that the oryptejoalysts require texts 
encrypted with sufficiently* simple systems eo that they* can ho studied 
fruitfully under tho peacetime conditions of light traffic, good eccryptor.a 
and few garbled telogreaas.) 

On 4 February 1922 the Minister of War, M. Maglnob, wrote to M. Polnavr 4, 
pointing” out tho importance of continuing the cccosunl cation of certain 
decryptions, and asking that the decision to halt then ho reconsidered. 

(This request was ignored) . He also brought up cnee again tho need for more 
Intimate collaboration among the cryptaaalytlo cervices of the two Depart- 
ments, and invited tho Foreign. Affairs Ministry to participate In tho work 
of the Inteivninlsterlal Cryptenalytic Ccsaaission, now being revived for tho 
first tin© since 1914. He even offered to study with Foroign Affairs & 
reorganization of the body and the attaching of it to the Offico of Services 
of tho Higher Council for Motional Defense (Direction, den Services du Conat-il 
Superlciar da la Ddfonoo nationals) valor the Offico of the Prosier. Citing 
tho Foreign Affairs Minister's note of two years previously, 4 January 1920, 

M. Maginot. goes on to say: 

"I will ask you to be kind enough to inquire into ifiscthor, 
without spooking of concentration of the cryptanalytio services, 
there laight not bo reason to atrensthan collaboration eacng 
them In a practical way, instead of rs^estahliohing mtortight 
coKpartaaaato, the disadvantages of which you yourself Indicated 
in the abovG-Esatlcnod dispatch. The question of texts ®of very* 
different classes' cannot in fact be usefully set forth when 
what Is at Issue Is not the exploitation of the content of 
foreign telegrams but the discovery of their keys: In foot the 
addresses do not seen very much with respect to the real addressee 
(the war clearly showed this) and until it bos been possible to 
read a telegram, its content is not known for the purpose of 
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ftcteriaining which Deportment it concerns. Sow at present, 
as “before the war, for lack of aa over-all direction or an 
understanding among the chiefs of the Cryptologic Services, 
it is easy to prove that certain materials which reach a 
Ministry, through the Intelligence Service, for example, 
remain unused, without a Merlons effort's being node to 
got out of them all they can yield, since the existence of 
the needed' torts or of eexpleasentary information is not 
always well known to the uarvice that holds these interims." 

When no reply was received to this note, Xdeutenant-Colonel Givierge, 
under pretext of recovering a loaml codebook, sent an officer in March lftgg 
to see M. Berteaux, head of the foreign Affairs Cryptanalytic Section, "to 
learn tho reaction. He learned th/it the letter had not been well received 
at the foreign Affair# Ministry. V . . Poincard had f carnally ordered that those 
be no cQEsnnication of decryptions Ivon Foreign Affairs, and agreed only to 
the consideration of reciprocal ccoi vni cation of certain Infestation con- 
cerning the radiograms. 

At this juncture It was decided to revive tho Ihterminiete:-ial Cryn;- 
enalytic Ccaaaission without tho Foreign Affairs Ministry, as in pro-war 
days, and the first (end last) post-war mooting was held on SO April 192 3 
under the chairmanship of General Hergault, Assistant Chief of the Ar&y 
General Staff. It Included rej^oaentativos of the War, Fayy, and interior 
Ministries, which were already collaborating la cryptacaJytlo work, and of 
colonies and the F.T.T., whoso interest and cooperation were desired. She 
chief purposes of the meeting wares 

(1) To achieve collaboration among the cryptscftlytie services; 

(2) To exert a cannon action over the assembling and oiaaa.i- 
fying of materials far work and the training of new cryptanalysts; 

(3) To study the possible use of radio stations In the 
colonies end in Franco to seek information, aono of which would be of immedi- 
ate importance; 

(h) To call tho attention of tho Ministry of Colonies to tho 
importance of infcocmtloa that it might obtain freora a cryptcnalyfcic ecrvicc. 
(Both Colonies and P.T.T. were urged to develop ouch a service in Jho 
general interest, for theEaalvea as well as the Rational defense). 

Tho mooting led to resolutions to call the attention of tho Ministrlco 
concerned to 

(1) tho importance of the oryptam3ybic eorvioe and tho collsbo- 
ratlon necessary for the proper functioning of that service, and 
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( 2 ) the necessity or cJvfe&iarfliag cryptographic ccc'..i\-.ty 
through strict skilled supervision over the construction and uso of codec 
and encipharEcntc » a 

It was thcrofore requested that tho various Ministries establish an Inter- 
ministerial mftoratan&ing with respect to cryptanalytic collaboration, ami 
it was further recc^indeft that everything to do with cryptographies of 
hocggrcs , end tho construction of cho doeuEenbs and studies connected with 
those procedures, be taken care of within each Ministry by a cryptocrapbio, teg 
in charge of a ccggpotent cryutanaJygt . ^Unly at the war Department at this 
time were tho~ cryptographic and cryptanalytic services combined under cue 
head in Ao ’Service du chiffre"). 

Thcce reco2xiti<s3o after a slight Hurry of Interest were once *oro 
allowed to gather dust, and nothing more was heard of the fofterslnloterial 
Cryptenalywio Caesaiosiaa. 

la October lft22 It. Col. Givi ergo, exasperated by the exclusive behavior 
of tho foreign Affairs Ministry, which by depriving his section of uooful 
intercepts and Information was greatly hampering any effective work or 
training program, wont so far as to smuggest that foreign Affairs take over 
military and naval studios itsolf and in timo of war turn over itc {.rained 1 
personnel to the War Department. 

Qu 1 6 December 1924 the Minister of War mode another attempt , which 
proved fruitless, to racists the collaboration plan under tho auspices of t ao 
PeHsancait General Secretariat of the Highor Council of fl&tional Befeaso. 

Qo. 27 May 1925 M. Poinlavcs, Prmier and Minister of War, seat a letter 
to tho Minister of foreign Affairs asking for exchanges of views among the 
heads of the cryptanalytic services of the Departments of War, tho Wavy, 
the Interior and foreign Affairs to oeek means of collaboration. Shore 
was no reply to this letter. 

On 21 October 1925 the proposal made by Colonel Oivierge to centralise 
the cceasunlcations intelligence services under the Office of the foamier was 
celled an "interesting suggestion" but it com© to nothing. 

Da October 1931 it was revealed that although War»Kavy collaboration 
was still close and fruitful, liaison with Suroto Ckfc&ale at the Interior 
Ministry had ceased with the retirement of M. Hsveraa. Since 30 October 1930 
all encrypted texts of all origins had beocaso centralized throiigh the Sit Dili- 
gence Section, Deuxl&zo Bureau, end the War Departasnt'o Cryptamlytic Sec- 
tion was receiving only messages bearing ‘Military Attach^" or "Wcr" in th 
headings.. Marshalling all the old arguments against this superficial :.r.C 
inaccurate method of determining the Dopartaaont interested in a given 
cryptogram, the Cryptanalytic Section proposed a now attempt to achieve 
regular contacts astesag the heads of the various cryptasalytic eorvicos. 




On. X 6 Feb mary 3^11 the Minister of Poet n. Telegraph . end _t : c fs.cT.c ir.d 
a sw decree signed by the Prooidcat of tho Republic , creatine I:i that 
Ministry aa Ihterminlot or iol CcEaiysion with purpose of "stwfying all 
questions dealing vlth the security of the trananJ.saion. of corroepcndenco". 
(This rather vaguely worded purpose was srplftised in a covering letter by 
the Minister of FTP to aeon the coordinating of the efforts of all the 
various ministerial cryptologic sarrlcea, sini lar to the purpose of the 
defunct InteraioiQtoriel Cryptographic Ccaniesian). This Ccnsaiaaion, with 
representatives frcaa the Ministries of Foreign. Affairs, War, the B&vy, Air, 
the Interior, Colonies, and TTT, held on IS March 1935 » purely fossa! 
Booting which was nover followed up. It was noteworthy as the first case, 
however, of coy peacetime cooperation In this field an the part of the 
Foreign Affairs Ministry, ' 



3>, Collaboration AcMotg& 

la 3938 tho situation was as follows s 

(1) Only the Ministries of War and of Foreign Affairs 
possessed organized crypteaalytio bureaus, and tho one in tho latter Ministry 
(Service djoo Travaux Beaervcfa) had continued to resist all invitations to 
collaborate, (It aiglit ho noted here, however, that tho heed of the fort ;..r. 
Affairs Crystogsauhio Service, a separate unit, had frequent cr.d Tvicr.C?:' 
contacts with the heads of tho cryptologic sections in tho War, ITavy, a/. 

Air Ministries, especially for tho Joint study of inventions which Bight 
leprcfve cryptographing methods), 

(2) The Bepartaaents of War, Air and the Eavy were working in 
close liaison. The Air Ministry was just beginning the organization of its 
service . It possessed trained personnel furnished hy the War Deportment 
and had perfect liaison with the latter, but it did not yet have docuacr-to 
for study. The Eavy Ministry, whose reserve cryptographic officers and 
seme of whoso active non were trained by the War Departaant’s Gryptanalytlc 
Section, poseessed Intercepts but lacked personnel capable of studying than 
continuously and fruitfully. 

(3) The Ministry of Colonies did act appear to bo Interested 
in cryptanalysis, and the Ministry of PET looked the noceesary noons for 
providing continuous fruitful work. 

(k) ’Em Ministry of the Interior had, in its Photographic 
Service, an official who classified the Intsrcopts, but looked tho ace.no of 
carrying on sustained studies. 
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In Fcnrua^; Igg 8 th© Angy Ccnorcl Staff was presented with a "rlan for 
rogronping tho cryptanalybic BoWicori", 0 ' which conoiated in grcnr.in- 
admialntrativo3.y all tho axioting services either untfGr national rcfcr.rc cr 
under the Office of the Proaier. It was very lucidly pointed out that „;.c 
peacetime role of the cryptonalytic sorvicee was threo-fold: 

(1) to attempt to read current encrypted traffic, 

(2) to prepare for the functioning of the services in wartime 
Cby training reserve porscamol end dnvoloplag a thorough acquaintance with 
the cryptographic practices of the countries of interest) and 

(3) to chock on tho eocurlty of tho national cryptographic 

Bys teas * 

It was noted that the uotro ocaapllc&ted modem cryptographic techniques, 
eopcclally the use of aachinoo, require long-term research projects, no 
longer by individual cryptanalysts, hut by teens including clerical person- 
nel for mechanical tasks. Soso disadvantages of the present uncoordinated 
system were: 

(1) failure to exploit all Intercepted traffic, 

(2) duplication of efforts, 

(3) lack of coordinated training of reserve porccmcl. cr.& 

(4) for lack of personnel in tho various departments, noglcc - 
of difficult problems (especially xachlne problems) and of important lan- 
guages, such as the Slavic languages and Japanese. 

By c one antrating all personnel and budgetary resources of the various depart" 
ncntal cryptanalytic services into a single service, it was argued, better 
results could be achieved without increasing tho budgetary grants, end at the 
outbreak of war it would be possible to get Intelligence immediately from 
cryptanalytic sources. 

The General Staff, feeling that tho tine was not yet ripe for such 
centralisation, nevertheless roccErasodod an 7 March 1958 that a first step 
be tho establishing of periodic liaison among tho heeds of the cryptanalytic 
services. A latter was accordingly sent on 31 March 1338 by M„ Balediar, 
Minister of iifcr, to cho Minister of Foreign Affairs, proposing that - the 
head of tho latter *e czryptanalytio sootim participate in Kcnthly ca ’M«m«\thly 
exchanges of views with his colleagues in tho Bepart&eat of Hfiaticncil Befanro 



a. See Appendix P. 53*57 
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and War. Whan this letter remained taanowcrcd, a cocone. t :c.c c r:-. K , :r. .' r 

"by M, Baledlcr, this tins with the added preotlg© of hie no v pcL-'-tlcn c.c 
Proaior. A response was thoveforo finally elicited on jg?_ijayJL533 j dis- 
playing the Xozelgji Affairs Ministry *8 cno-uay cono option of cryptomlytic 
cooperation and its customary myopia with rsspoot to the basic reasons for 
such collaboration: 

" I have the henor of informing you that the Official 

Service of the P.T.T. ocsasunicates automatically to the Ministries of War, 
the Havy and Foreign A* fair a the ehoryptod texts of foreign origin which 
appear to concern each of them. Besides, for acre than tan years notr 
contacts have boon established botwoea the service concerned at the Ministry 
of Foreign Affairs and the Army General Staff, Deuxidne Bureau (Intelligence 
Service), which forwards to ay Department the toxta decrypted by the cent* 
potent service In tho War Departaasat which has received them for crypt- 
snalyoio. Moreover, the sazeo agency sonde to my Beparfesant any encrypted 
toxfc sUcccptiblo of interesting it, coming from its own intercepts. 

n J3se actual liaison trhich thus results socaas to no, theroforo, 
at first glance, to answer your concern. However, I see no objection to 
a mooting of tho heads of the sections ccnoernod, during which your rep- 
roaontativo'a proposals would bo examined. Ho night get in touch xrith 
M. de Bobion, Minister Plenipotentiary, who io in charge of tfco cccticn 
concerned in ray Department. " 

This grudging consent to one meeting was skillfully misinterpreted. 1 .7 
tho Premier as an acceptance of tho principle of establishing contacts. 

On 6 July 1938 the Premier instructed the Chief of the General Staff to 1 00 
to the organisation of bi-monthly meetings of the heads of tho cryptana^iio 
services of the threo military Departments (War, Bavy, and Air), with an 
Invitation for participation also by the Ministries of Foreign Affairs, 
Interior, Colonies, end PZT "especially the Ministry of Foreign Affairs, 
since that Department has accepted the principle of making contacts (Letter 
of 27 May 1938 )”. He added an important note: .*Eha heads of the crypto- 

logic service will, moreover, receive the mission of nreneriag. for war- 
time f a ccmtrcliaed organization of the intercept and yryptamlvtlc services . 

On 9 Sevtmjber 19^8. spurred by the growing International tension, 

M. Daledior reedn&ed the Chief of the Army General Staff of his previous 
instructions and asked that they be acted upon by 1? October 1953. Accord- 
ingly tho first meeting took place on 27 October 1958 at the Ministry of 
War. It had a two-fold purpose: 

"1. To establish collaboration on the technical lovol anenp 
the different cryptanalytic services existing in the seven ooparlrmtc 

— C<mmuni<jation. of tochnical procedures used with tho forci.n 
documents studied; 
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— Delivery of radio and postal intercepts to the departments 
which would need theaa to facilitate their cryptonslytio wort; 

”2, To prepare a directive sotting up for time of war a 
centralised organization of the cervices of radio and postal interception 
end of eryptaaalysio* This directive would "be submitted for tho signature 
of the Ministries concerned. " 

In tho course of the twolve bi-icor-tlily jseotingo of the fecafi,; of the 
cryptologic services between 27 October 2938 and 8 Juno 1939 tho first 
objective — that of technical collaboration — was fairly well realised. 
Among the foreign. Affairs, and Bavy representatives thero wore 
exchanges of code recoveries and progress inforsaticn on Italian diplomatic 
codes; tho War Departments oryptamlytic ooction decrypted sene Spanish 
consul telegrams for foreign Affairs and furnished information on an en- 
ciphered code used by Argentina; a ra china cipher employe in the foreign 
Affairs cryptographic section was authorized, to Join a training course 
given by the Air Ministry; and it was agreed that tbs email and Inexperi- 
enced cryptographic section in the Ministry of Colonies, urged to use more 
secure systems, might submit them for the approval of the War Department's 
experienced analysts. Hie Ministry of the Interior, which was interested 
in certain private code and cipher traffic reaching it by postal intercept 
from the PTT, was encouraged to create its own cryptanalytic section, with 
help prcaieed from the War Department (which had previously done these 
decryptions) . Efforts were likewise made, though with no perceptible 
success, to achieve collaboration between the two principal radio intercept 
agencies : in the Interior Ministry used in the Deuxi&ae Bureau of the War 

Department (under tho Intelligence Service, not -Hie Cxyptcnalytlc Bureau), 
with tho dual purpose of avoiding duplication and of preparing for centra 11- 
zatian of these agencies in tiao of war. 

On 27 April 19 39 steps were taken toward tho second objective with 
tho proposal of the- ^oreatioa, far wartime, of a central agency for cry^t- 
cnalytlc research under the Office of tho Premier or the Chaiiisen of the 
Higher Council for f&tlcnal Defense. (Bo mention was made of tho centrali- 
zation of radio and postal Intercepts.) This agency, ccmposed of the beet 
cryptanalysts from the various Ministries, would have the task of centrali- 
zing cryptocftlytio research and coordinating cryptanalytic activities. It 
would devote Itself exclusively to -"speculative research", discovering ti e 
systems,' documents, and cipher machines used by the enemy and relaying all 
useful Information to the cryptanalytic services of the various Ministries, j 
which would be responsible for the actual recovery of specific keys, the 
reconstruction of codebooks, and tho exploitation of the messages. Thus 
tho advantages of a centralized control would be combined with those of 
iEAopoa&enco of action within each Ministerial service. 

Hie three national Defense Deportments were In iasaodiato agreement esn 
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tho principle- witii tho Air Ministry offering eleven cryptanalysts and the 
Bavy two. The reprec entatlve of tho Fceroiga Affairs Ministry, although 
apparently personally favorable to tho pirn, was obliged to consult Ms 
superiors, end on 8 Juno 1959 he returned with a negative answer. Forelga 
Affaire gave the following reasons for its ncn-collaboraticn: 

(1) The cryptogpapMng mothodo of diplceatfl and the military 
are 'taoat cliaaisilar". Since Foreign Affairs has never concerned iteolf 
with military codas and ciphers, centralisation cannot, in principle, hero 
the same advantage for it as for tho Miniotrico of Fat i anal Dofcncc . (It 
admitted, however, that the collaboration already established pzten g tho 
cryptanelytic oervicoo had given results for certain consular codec, which 
oraaotines contained intelligence useful for the Ministries of national 
Sefensot) 



(2) The very small staff of its Cryptanalytlc Service males 
it absolutely impossible for Foreign Affairs to detach a useful member 
to the Central Office. 

At tho beginning of hostilities, Forolgo. Affairs said it could therefore 
envisage only "as frequent liaison as appears useful". If later an enlarged 
staff porsltted such e step, "the detachment of a specialist to the Central. 
Office mlgit than be envisaged". 

In. spite of this cetbacte, which was probably not unexpected, the throe 
Rational Defense Ministries agreed to centralize their cryptanalytic 
activities. 41 

This woo tho last recorded mooting of the heads of tho crypteaaalyfcic 
services. Tho noxb three ware canceled for various reasons end then it 
was announced that the bi-monthly mootings would resume In October upen 
notification by tho War Ministry's representative. 

The fat© off the centralisation pbui upon tho outbreak of war in 
September 1939 la cnly a matter of speculation, for lack of cpcciff ic inf oirc - 
tlon. There can be little doubt that the War, Favy, and Air Ministries 
carried out their plan; it is equally probable that the Foreign Affairs 
Ministry was recalcitrant. It is Interesting to noto, hevover, that on 
15 September 1939 Daladior reshuffled his cabinet end assumed the portfolio 
of Foreign Affairs in addition to that of tiTar, With a ccssacn head for tho 
two ministries it may bo presumed that tho struggle for close cxyptaadytlo 
collaboration, between them wan finally won for tho period up to tho fall of 
France in Juno 3940. 



a, 6ee the three proposals], ^pp<Sidlx 
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Clueg to tho Sltuatltaa. since 1940 

Wo havo no direct documentary evidence of tho situation since tho fall 
of France in 2940 with respect to cryptologic cooperation among tho Ministries. 
From various hits of indirect evidenco, howovor, certain guesses can "be made 
as to the degree of (a) cryptographic and. (h) cryptamalytic collaboration, 

A. CanrctoaraiMo Collaboration 

From. such evidence as the construction of co&obooka, iccthodo of 
weiphoment, external appearance of traffic, etc., it appears that tho pre- 
World Wur II situation has not greatly changed, oryptographically speaking. 
Although there was apparently sane forced collaboration during the war, 

' when for lack of codebooks of their aim the Diplomatic and Colonial Depart** 
manta of tho Fro 9 French Government were obliged to borrow Away and Havy 
Codes, this practico came to an end shortly after the re-establlehneot of 
the Qovoromont in Baris. She principal poat-war Interior codebook bears 
strong points of similarity to the traditional Havy codes, suggesting sene 
influence iron that quarter. She A ray, Havy, and Air Force appear to bo 
continuing within the national Defense Ministry, their close collaboration 
of pra-World War II days. With these exceptions, however, each ministry 
retains its distinctive ways of constructing codes, encrypting telegrams, 
and ccofTosing the plain-tost portion of the message to be traaonltted.* 

She Foreign Affairs Ministry, far example, continues to use uaetaoiphered 
codes, a practice long forbidden by the Army. 

As long ago as October 1922 Lt. Col. Givlerge, aware of the dangers 
of such a practice to code seourity, protested the lack of collaboration 
which forced the High Camaissariat in Morocco to have tho eeeo tolegrra 
encrypted in two different codes when. it was to bo eoaat both to tho War rr.d 
Foreign Affairs Ministries. Although it is not laiccsaaon now for :i tclcj. \r. 
addrossed to DXPICMAIIS to bear in its encrypted text tho rcqr.cct ''Cajiur-i- 
cato to SSFEBBE HATI0HAIS N , there arc still many instances of tho clangor c »\?j 
practice of enciphering a message in two systems. On 16 May 1951 , far 
example, a message was aont from Tunis to DIPLCMATIE in a diplomatic code ar.d 
then repeated to FBAfiCE OUTRE HER in a colonial cipher. 



a. In tills connection it may be of same interest to note that during the wer 
cense Free French diplomatic traffic boro external part indications Cunpde, 
depde, etc} in conformity with Assay and Havy practice. With the return to 
Boris, however, this procedure was soon abandoned for the distinctive practice 
of internal post indicators. 
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Maroover, although French, intelligence activities still remain scattered 
in several different ministries , setae coordination of then appears to have 
teem achieved, a with roperts from military intelligence (from the Eatioaal 
Defence Ministry) , political and economic intelligence (fretn. the Foreign 
Affaire Ministry), industrial intelligence, and the 8DECE, all being channeled 
to tho Premier through the Second Section of the national Defense Staff. 

Since tho intercept and intelligence activities hear a close relation 
to tho cryptanalytic activities, it is not unreasonable to assume that moves 
toward ccordinatian in tho former areas aro accompanied hy similar moves in 
tho latter* Although there is no definite CGMUfT proof that tho 3ISCCE io 
the coordinating agency, there is scans ovidcnco* 3 loading to tho belief 'fi:.- 
cryptanslytic activitios aro at least among its functions, Hie general 
tendency to place the OCR, ITT and tho SIEGE under tho Cffico of the “rcricr 
is interesting in the light of the argument advanced that any central co- 
ordinating cryptaaalytlc agency would have to he directly responsible to tho 
Premier in order to enlist the cooperation of the Foreign Affairs Ministry. 




b. Seo for example FK 7^5 end IBM k09 (A) 







Fran. r 3Iote on the 




Cr.vptana3,vtlc Service 11 (? “by Major Civ: or^c ?) 



G.H.Q. 26 July 1916 P. 7 - 3 .O 



IIIo The-Mnglo Bureau 

It would seem advantageous to roach en understanding among the existing 
cryptologic bureaus to avoid the duplication of work. But before axsmlng the 
conditions of en understanding, lot us rake a clean sweep of what now exists 
end examine the role of a single bureau of cryptography. 

TMb bureau, responsible in a country for everything to do with codes . 
end ciphers, would have to fulfill the functions devolving upon the various 
cryptographic services new in existence* 

5o nx, aside ffc’cga the decrypting of cryptogram, there exists a practical 
task of cryptographing and decryptographlng telegrams which must, in order 
not to lay then open too readily to study by the enemy, bo directed by crypt - 
analysts . Those cryptanalysts must instruct tho operating personnel and 
prepare the documents. It is not possible to accept the idea of a oinglo 
service if the latter is to ignore ccaaplotoly the practical sorvico of tho 
various niniotries. This is perhaps a now conception — tho construction of 
codebookB and the habits of certain Bepartsaento prove it — ■ but it io In cvr 
opinion an absolute necessity for crypto-eocurity. 

As for decryption, the bureau will hove to: 

(a) be responsible for directing the service of gathering the 
documents to be studied (radiograms and other means ) • 

(b) be responsible for gathering together and keeping numerous 
archives (documents studied, documents throwing light upon than, working 
tools) • letters obtained from perquisitions or from censorship may cast 
light on cryptograms sad give names or keys. 

(c) bo responsible for recruiting personnel and using employes 
according to their aptitudes. 

(d) bo responsible for occaunlcatlng to all the services the results 
that concern those services, la ardor to do this, one must be perfectly 
acquainted with the different services in order not only to keop at their 
disposal what nay interest them, but to go and propose it to than, end at 
times to obligo them to work on it for the general interest. 

(a) function, under satisfactory conditions of security. Thio 
security consists not in concealing the oxietccco of services to which all 
the dixoo novels allude, but in concealing tho exact nature of the work bcinr 
dene end tho list of projects under study there. 

*5 





Aro these conditiono compatiblo with a now or ganiE?.tl on? 



Yos, if that organisation can he created outside of all niniotriC3, 
above the ministries, with a chief who has Indisputable authority with t>c 
"grands ccrvicca" -- with the P.2.T. and the public prosecutor's Coparlrcnt 
(for perquisitions end correspondence of malefactors) as woll as t-:o nlnS n- 
trios concerned — a competence as great as his authority in all general 
questions, military, political, etc... and who has credits at Ms disposal. 

Why these conditions t Chapter XI shows that they are necessary, by 
showing the ccnsequencos of the spirit of ccaop&rt&entalis&t^ concealed 
under different labels, including that of the security to be maintained. 

This spirit has perhaps not entirely disappeared: the GHQ, has no 
knowledge of telegrams on certain military Operations emanating from 
Military Attaches except through the decryptions made at GEQ. Another 
Department has the elements for decrypting those telegrams. Either it 
wishes no one to know that it has them, or it does not understand the 
intoreot of the documents for GHQ. 

If a central bureau is established in a Ministry: 

— who, if not that Minister or his representative, will doc id© 
on the documents to be ccaanunicated to the other Departments? 

•-how will discipline be ensured among the cryptanalysts, new 
scarce and therefore a precious ccemodity, who, both officers and civil 
servants, have a status and a position? 

It Is not a question of placing them, in a hierarchy; but their verl. 
cannot be carried out on a piece-work baslo, they must take to it; tho 
slightest hurt feelings give rise to bad results. For the moment no uso 
la being made of M. Eavaraa, whose competence is beyond question. 

—how will the recruiting of personnel for the services of the 
other ministries be taken care of tor the future? As far as ve aro con- 
cerned, wo have to teach cryptographing practice to the officers of the 
General Staff. We need codebooks. The experience of the War has proved 
that en officer accustomed to military habits, thoroughly acquainted with 
the military nomenclature and hierarchy, renders quite different services 
in the military cryptographic service from a young reserve officer or a 
young interpreter. Who will train this personnel; who, at the time of 
another caapaigi, will make this service function? 
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Will the end not Tie a monopoly which will result in preventing crypt- 
analytic vocations, for civil servants or officers not belonging to the 
Bepertecnt s.n charge of the central bureau, from hoing revealed? And onoo 
this monopoly ic assured in fact, will there not he a preference in the 
order of studies in favor of that Ministry? Is Foreign Affairs interested, 
as we are, in the gossip* of the Goman posts in the trenches at Verdun, 
which concern only a sector of the Second Amy? And will it not ler.vo this 
sector uneasy as to tlio contents of tho radiograms intercepted by ilc ice’.: " 
Wle receive from an Allied A ray requests for intelligence which prove the. o a 
cryptanalytic service organized in a Ministry leaves the Armies in comploto 
ignorance of some of its work and has for acre than lB months permitted 
officers to seek laboriously results which it has had for a long tine. 



For these reasons, considering the tendencies revealed, up to now, 
particularly by tho Department of Foreign Affairs, considering human nature 
and. the difficulty of finding the one competent nan In all the ministerial 
doportasonts, we are not at present In favor of tho installation of a single 
bureau — - either for the period of the war alone, because we fear that the 
distribution of the documents will be made in even worse fashion than now; 
or in tho future after the return of peace, because we fear that the 
servico requirements of the various ministries, particularly the prepara- 
tion for war, Trill be sacrificed. 



* Or possibly "chatter”* SAVAfiDAGB 
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1. At the present time there does not exist In Stance any crypt analytic 
organization created for the purpose of obtaining the moot officiont results 
while reducing as catch as possible the chances of Indiscretions. 

2. It has not yet boon possible to bring about any centralization, in 
spite of the obvious advantages which would have resulted in evory respect . 

3. Ho intimate liaison has bean established among tho cryptanalytic 
services of the various ministries which have such services: foreign Affairs, 
War, Jfavy, Interior (Sdrete Gdndralo ) , 

Cases of duplication of research resulting from this lack of agree 
meat aro relatively numerous: 

German naval codes are naturally studies by the Bevy, but they alec* 
are by War because they are used by military zeppelins: 

Certain diplomatic codes, used by the Military and Baval Attaohos, 
as veil as by tho Aribaaeadors or Ministers, ere studied by War and foreign 
Affairs. 

3. Tho first disadvantage of this duplication is that it demands, 
uselessly, an incroaso in persesmol and consequently of quarters. 

6. furthermore, encrypted documents must b© drawn up in several copies, 
to be distributed among the various groups studying them siaultonoorcly; 
hence the need for additional staffs to copy and send them on. 

7. The results obtained by one group are not communicated to those who 
are making tho same studies or similar ones; hence, wasted effort. 

8. Tho sorvlcss that Intercept encrypted documents do not always know 

to what Ministry they are to send them.: either they send them to several, 

whence multiple copies and correspondence; or they take the risk, by aewdiiy 
them to only one, of not directing them to the one which should properly 
receive thorn. 

9. This multiplicity of confidential documents and of people employed 

to copy them, transmit them, and study them increases the chances of negUgroce 
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10. Tho oam© diaadvaatage comes also from parallel ccemunicatians made 
"by tho services studying the same docuneats. 

11. Moreover, docuizonts or intelligence) ccolng to one cryptaaalytic 
oorvico night he very useful to another which does not know of their existence. 

12. To sun up, there ia no administration which centralizes everything 
to do with cryptanalysis end does the necescray coordination of the various 
groups assigned to the earns type of work. 



B 

The time seams to have como to institute a reorganization, which in all 
the more indispensable as recant incidents may unfortunately have soriouoly 
ccmprcscaiaod a service which has proved its effectiveness since the beginning 
of tho war, both from the diplomat io and. frcai the military and. naval point 
of view. 

Without laboring the point of the services rendered to the armies and 
navies by the imresdiato decryption of field and naval radiograms, it seems 
appropriate to recall in particular the intelligence having to do with 
Geivoan notions in CSreoco, Spain, Morocco, America, and even Asia, which hatj 
been furnished by cryptanalysis, and the results of which have been so 
extensivo from tho point of view of the development of the World War. 



C 

In order to establish the bases of a rational organization of tho 
crypteaalyfcic service, wo must not loso sight of the fact that this oervico 
is above all an organ of intelligence end that it should logically bo 
attached to a General Office of the Intelligence Service, which does not 
yet exist in France, and which it would doubtless be advisable to cot up. 



D 

1. Ac for the cryptanalytlc service, an Xaterministerlal Office of 
this service should be created, including representatives of the principal 
Ministries of Rational Defense, to wheel would be added a delegate fresa the 
Office of tho Ereader. 

2. Shis Office would be charged with all cryptanalytlc questions of 
general interest. 
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3* To this Office would "be transmitted all encrypted documents 
intercepted., from whatever sources radiotel&gr&phic, telegraphic, postal, etc, 

> ** 

4. It would ensure their being studied by setting up as many groups as 
would be necessary according to the category of the documents* 



5° It would ensure the necessary liaisons among the various groups in 
such a way as to obtain the most efficient results while limiting and local* 
izing responsibilities* 

6. It tfould ccmsBunicato whatever was necessary in appropriate tom to 
the services concerned in the various ministries through the qualified 
representatives Indicated above, who would see each day all the work decrypted. 

7* It would be in direct relations, through the asm representatives, 
with the intercept and intelligence services, as well as with the exploiting 
services of the various Administrations which have them. 

8. It would not bo indispensable to bring together in the err.o r\v 'U 
nor to attach to the same Ministry the various cryptanalytl c groups, nine 
the proposed Office would ensure the aeceosaxy liaisanc among them. 

9* Such an organization seems the proper hind to eliminate or to x ^duce 
appreciably the disadvantages noted above (in A) . 



S 

1. The Office of the Cxyptaralytlc Services, it seems, should be 
attached, at least for the duration of the war, to the War Ministry; but it 
might, if that were Judged preferable, be attested to the Ministry of F< reign 
Affairs or oven to the Office of the Premier* 

2. It would direct and coordinate the work of the various sectioni: sot 
up by the qualified ministries* 

3* The War section would study the field radiograms of the v&rioiw 
fronts. 

4. The Savy section would study naval radiograms. 

5* At the Suret£ Generate the encrypted documents relative to i::tf r/ns .1 
policy would he studied. 
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6. To Foreign Affairs would toe reserved the study of tie dipicssatic 
documents ; however, War would cooperate, at least until further notice. 
In Idio study of certain diplcanatic codes and of the correspondence of the 
Military ar„d Ifaval Attaches* 

Chief of the Section, du ChlffTe 







Resolution of the Intormlrdatazlal Cryptofa^phlo CcnmlsBlga oo. the Street 
of Cgypto-Socrurlty (80 April 1922 ) p. xi 

*Wh®rcaa It is iisportaat that In each ministerial Department the crypto - 
graphic cyotcsas he kept at a level with the advances In cryptanalysis and 
especially that the use of these documents not endanger security, 

‘Recalling that cases have often arisen In which, as a result of grave 
events, the representatives of various administrations have transmitted 
approximately analogous telograjua oa the shoe subject, so that tho discovery 
of tho meaning of the one endangered the security of the text of the other 
and of tho document which had served to encrypt it, 

"Shat there tliaa results a certain solidarity la the cryptogruphic 
security of the ministerial departments, and that it is important;, con- 
cequontly, that this security ho strictly safeguarded, by the drwring v? 
secure documents as troll as by strict supervision over tholr nee, 

"That this supervision can, it seems, bo exercised only by thoroughly 
trained persons who, versed in decrypting procedures, are acquainted with 
the week points of codes sal ciphers and with their use, 

"The Commission expresses tho desire: 

"Shat the attention of the various ministries represented bo called 
to tho advantage of instituting serious and active supervision over the 
drawing up of cryptographic documents and especially over their use. It 
(the CoEsaission) takes the liberty of suggesting in this respect the 
eBtabUstoocnt of a cryptographic bureau, having at its head a person quali- 
fied in decrypting, having in its responsibilities everything that has to 
do with cryptographing and decryptogmphing of messages, the drawing up of 
documents and the related research." 
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{Annex to tho ropoarb on the 100th session of tho Loaguo of Nations)- ■ 

19 February 1958 



Flan for Hofgaupina the Crvotanalytlc Sorvlcos 

Attached herewith is a plan dram up by a reserve officer in idle 
Navy, an official of tho Secretariat of the league of Nations. 

/it appoored that the proposals presented deserved to be examined from 
a higher point of view than the level of "Ministry". They seem to permit the 
coordination end caatralizatlcn of research beginning in peacetime, especially 
with respect to the decrypting of machine systems destined to be generalised 
In varti nay. 

1. Bole of the crrptamlyt icj ' ervloeo in -peactlffio 

The cryptanalytic sect! vs, which rendered most valuable sorvlcoo 
during tho last war, have an equ 1 lly important role to ploy in time of pea 30. 
They must: 



(1) maintain the curra u arvico. that is, cook to decrypt tho 

encrypted telegrams which aro fUrnisiv’d thorn by the P.T.T. services {for 
ordinary transmissions), by tho inter/ opt services organized by the various 
Ministries (for r adiotelographio ta* / ^aaissions ) , or by other means (Intelli- 
gence Service, police, etc.) 

(2) nrepare for the 1 onctlcain^ of the service in time of war : 
-by ensuring the trai n,? of reserve personnel 

**by possessing a th<~y org gfr familiarity with the systems and encryp t- 
ing habits of the countries y'iWwE5^’^5reSS3iHSaoTK^I^3^^^^gSous r= fe 1 
be faailier. 



(3) verify tb 3 impenetrability of the national canrutograuhlc 
oretaaa " * 

2. Evolution of the t/ otmiqus of encrypting afr fl dg^pg^ng 

Sinco the w_- progress in cryptanalysis has ohUgod tho services to 
look tor cc&o and t _phor systems that are more and more secure, and has led 
several couatariey to begin introducing the use of aaohlr.es. The -prob le m , • 
for the cryptary jyst, has become singularly complicatod, end instead of be" 33 
a work of tuS y. idual anaiyatg . decrypting in many cases today requires 
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rccourao to teem work ; It has beccme indispensable to proceed to long- torn 
research, aril to give tho cryptanalysts auxiliary personnel rosponsioje fo rr 
the clerical tasks of simple stripping and tabulating of groups. 

Unfortunately, the administrative organization of thcco services 
has not taken this evolution sufficiently into account. Each Ministry (iJcr, 
ffavy, Air, Colonies, Foroiga Affairs) poscosses a soparato service cud tkoufh, 
by the very force of circxasstancos, personal contacts have beau established 
among the Rational Defense services, the present system does not permit the 
ensuring of the efficiency in these services that could he expected frest them 
if there were a pooling of the various means according to a rational organisa- 
tion. 

3 • Some diaadvantagea of the present system 

Without wishing to go into detail, it is Interesting to note that: 

(a) as a result of the lack of coordination among the services, 
part of tho moosaaes intercepted are not exploited (e.g. messages encoded 
with tho Gcrizun tUplcmatlo code are picked up by tho Havy’s intercept 
services without being transmitted to the Quai d’Oraay; one part of a 
correspondence encoded with tho aid of the Spanish code wan stmt to the 
Eavy, the other' to the Qua! d’Oreay, without its being possible to cmiptm? 
these two texts )$ 

(b) different services work cn tho same code irtLthout ccimimi- 
catlng their results or their hypothcoos^o cach^t^TTo.s* tho diplcuvt'.c 
codes an which Foroiga Affairs works fear diplomatic messages, JTc.vy fer ter. 
Attach^ messages end War for Military Attach^ messages); 

(c) for lack of personnel the services attack only relatively 
easy problems and neglect the difficult problems (such as the decrypting of 
machlao enciphamants ) whereas this work is probably the most important for 
the preparation for wartime; 

(&) as a result of the small number of cryptanalysts in each 
service, it is sot possible to have the necessary range of linguistic know- 
ledge, eo that important languages (Slavic languages, Japanese, etc.) are 
almost entirely neglected; 

(o) the training of reserve personnel is not sufficiently 
coordinated for there to bo a unity of doctrine in the various services and 
it is scarcely possible to benefit fraa the experience of the other sorvices 
in order to direct this instruction properly. 
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k » Conors! outline of the o r fyni zatd an jbhnt zii&tio be ffxvls agoa 

It it is desired to obtain greater efficiency from tlio cryptenalybld 
services without increasing the budgetary grants, and if it is considered 
esssn.ta.al that these services, frost the first day of mobilisation, bo ablo 
to be armod in ordor to enable thorn to thlso iraEodiato advantago of the 
imperfections or blunders of the enemy codo clorks, it seers sbcolvtcly 
njecessary to concentrate efforts by grouping aaiainl s trat iv olv th.c clacih) 
that are now distinct, either at tho lovol of lational Afonso or at that 
of tho Office of the Premier (Comsoil Supdriour d© la IVSfense), if foreign. 
•Affairs agrees to Join in the plan* 

This grouping will have the following advantages: 

(a) all the encrypted messages will cane to the erase service,, 
which will be re spcosible for the distribution among the cryptanalysts, 
according to their knowledge and their technical specialization (army, 
navy, air, foreign affairs) • This centralization will make it possible 
to rationalize the organization of the intercept services and to guarantee 
that ail the torts intercepted will be usefully exploited* 

(b) with more texts available, and especially, series emanating, 
from .tho rsao sending authority, there will be more frequent hypotheses 
available and thus greater chances of success in the decrypting* 

(c) with a larger number of agents in the seme service, it will 
be possible to enlarge the range of linguistic knowledge and to enrich tho 
field of decryptions; 

(d) for the sac® reason it will be possible to rccc^ c the 
eervicofl of one or more cryptanalysts for long-term roscerch pro *c etc, r.ch 
as the thorough study of the decrypting of telegrams encrypted with tho help 
of machines; 



(e) with knowledge of all the systems used in the same country, 
it will be more readily possible to ascertain the habits and cryptographic 
systems of the enemy services and to reconstitute the doctrine which is 
being established cm the other side; 

(f ) it will be possible for the training of personnel to be mare 
tmlfoxm and more rational* 

CcocluaioBo: 



(l) It would bo up to tiie Ministry of War, which possesses tho 
largest cryptocalytio service and has tho moot experience, to take tho 
Initiative toward reorganizing thoso services and to present a concrete and 
detailed plan. 
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(2) ihlB plea dhculd provide for tl 10 concontratlBn of all the 
present nerr ; (personnel and budgetary ronourcoa) Into a single service which 
would bo ed ’ •'.iotrativoly attached to an oxioting int enniai ster ial body or 
to tho Offi< > of the PrcraiGr. 



(3) This eervioe vould consist of a servioe chief, preferably a 
civilian to rasure continuity, and four or five oeetiono. Each section 
would cans! fit of agents, oither civlliaai or military, dotached by tho 
Administrate cn to which they belong (Hovy, War, Air, Colonics, Foreign Affa/rc 
Bosideo tho cryptanalysts proper, it would bo advisable to add au:cj lirry 
personnel f<v purely clerical warlc. This auiciliaaey persanr-ol might bo 
cceasoai to tr<? various sections. 



). 




(1|.) Tho ministries would no laager be able to tafce up oryptenalytic 
projects except for particular well-defined missions. In this case it would 
be understood that tho central service will be leapt informed of the results 
of those projects which would have interest from the cryptaualytio point of 
view. 



(5) All the encrypted messages will arrive at the central service 
and will bo distributed among tho sections. The decryptions will be caemtni- 
catod esclw ivolv to tho Ministry concerned, acc coding to the instructions it 
has given. In principle each section, composed of agents belonging to a 
given Minis; ry, will work only on messages of interest to that Ministry sad 
will have no hncwledgo of tho texts of interest to the other sections. On?y 
the cryntaar .. l ytic results (recovery of a coda, docryptod groups, observations 
on tho crypUgrapfclo systems} will be brought together in the offlco of the 
director of ihe service and ocmaattnicated to the various sections . Theso 
precautions rill male it possible to assure tho various departments that 
their secrova will not bo divulged to other services. 



Plan for totalization of the Ch^ t aoalytio Services by Fusion o f _th c_ Vropci' t 
Services Belonging to Different PowrtnBnta 
A, tograizatlaa 

(a) Service chief 

Assistant archivist responsible for: 

(1) the receipt and distribution of intercepts 

(2) the dissemination of decryptions to the departments 
concerned 

{ 3 ) the docuaentaticn service (aeo below} 
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(b) Cryptcuuilytlo groups 

English 

Geres&a 

Italian and Spanish 
Hussion 

Stanch (privates tologrezsa) and niscellanecus 

(c) Translation group (plain tost tolsgreaua) 

(d) Hessarah group: now oysteno, inventions, jsachinoo, etc* 



B, Intercepts 

gaa niehed by the aesorabling of intercepts which any ho gathored 
hy tho following services: 

War 

PttTnTs 

S&ffiS HA.TIONALE 

Colonies 

Davy 

C . PocuBo ntati on 

in in«a,^Aii ii ■— » 

Formed hy bringing together the documonte n cut existing In the 
different departments (dictionaries , telephone booths, etc.). Frees service 
(to he organizod). 

P. Installation 

Oie assembling of the doouaants would require installation of 
tho entire service in quarters close together. • 
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I'i’CEi "iioto on. the Subject of 3ato:miMlsterial G olXaboratlon In the letter of 
CTOPtasalyglB^ J '^‘ * 1 



— May (?) 1938 



in case the idea of tho coordination, of tie various cryptanalytio sorvicaa 
should tales shape, it seams that tho most expedient procedure would he to 
create an JhtenalalBtorlal Directorate for those services. 

This directorate, ccmposod of representatives of tlie principal riln.1 strict: , 
would he responsible for all cryptaualytic questions of genera?, interest and 
for coordinating the work of the various sections set up hy tho qualified 
ministries. 

Zt would, recelvo all the encrypted documents Intercepted, regardless of 
origin and destination. 

It would ensure their distribution among the various special groups, no 
longer solely by address, hut hy systems end categories. 

Zt would ensure the liaisons among the various working groups In such a 
wsy as to obtain the most efficient results while at the same time limiting 
and localising responsibilities. 

It would set up and keep up to date the card file for oaoh country studied 
and would give each group all information susceptible of facilitating its work. 

It vould establish a press sorvioe or would receive from the various 
departments all press information susceptible of directing the efforts of the 
cryptanalysts. 

It would entertain, direct relations with the intercept and intelligence 
sorvlces as well as with tho exploiting oorviooo in tho various f.rulnizlvc tici.r. 
susceptible of giving it bases for orientation. 

Through, tho qualified representatives of the various departments, it 
would see to it that the work of the groups was circulated In the appropriate 
form to those concerned. 

Moreover, It should centralize all the inventions and all the systems 
proposed for adoption by the various departments, and have them studied by a 
technical section. 



proposal 
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Tho working groups would be allowed to Jseep thoir autonomy and to do 
thoir c r,n recruiting and tho instruction of their personnel individually. 

The Directorate might he attached to one of the ministries of national 
Defense or tho Permanent- General Secretariat of the Higher Council of 
Katiocal Defonco. 

Tho Agency envisaged might thoroforo consist of: 

1. a director, aided hy an assistant; 

2. an archivos servico for: 

(a) tho receipt and distribution of tile intercepts, 

(b) the dissemination of the translations, 

(c) the maintenance of the cryptanalytic files, 

(d) tho centralization of the press lafonoaticn; 

3. a liaison service ocmpossd. of a qualified representative from 
each doparteent responsible for seeing periodically all the work accomplished 
in his department and dally all the texts decrypted; 

h, a translation service for plain text Intercepts; 

5. a technical service responsible for studying inventions ate. 
and for watching over the security of the national codes and ciphers. 
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’’ Oontral latgmipiat&rl&l Cr y ptannlytic Bureau 1 1 * 

- 9 May 1939 

At the M~.~anthly meeting of the heads of the cryptographic services on 
27 April 1929; tfco creation of a central agency for oryptanalytie research 
was ccntoiirpl&tcd. 

The ITavy proposes tho creation of a central cryptana lytic bureau, an 
Intczsdnloterlal agonoy not directly under any Ministry and rospcnelblo 
solely for general studies: 

(a) centralizing cryptenalytic rosoarch in order to discover the 
new cryptographic methods holng esaployod and -bo establish theoretical rvle.~ 
for decrypting; 

(b) studying enesry cipher machines, diagrams or descriptions of 
which we might possess, and sooting the weak points of these machines; 

(c) centralizing all documents relative to the methods In reserve 
which might he used by the enemy. 

This Central Bureau would, not have to reccnatruct the toxt of the Inter- 
cepted messages nor to look for the specific hoys; this role would be 
reserved for the cryptsuoalytlc bureaus belonging to each Ministry, which, 
applying tho general methods furnished by the Central Bureau, might utilize 
various bits of inf cassation that they possessed on the meaning of a message, 
probable words, enezypting errors, etc.... 

Tho Central Bureau would bo placed under an authority hifgxer them that 
of tho three ministries of War, Air and the Havy. It might bo under tho 
Office of tho Premier or under the President off the Higher Council of 
Hatioufil Defense. 

The advantages la having this Bureau under a very high authority would to : 

1. She easier participation of foreign. Affairs. 

2. The possibility of securing either the pemasnent or cccnaicncl 
participation of qualified civilians in the research; for example, former 
military cryptanalysts having real competence in the work whoa it would be 
difficult to employ in a subordinate position in a military agency. 

Tho contribution of each Ministry to this Central Bureau might be two or 
three persons of officer rank, end, if possible, an equal number of secretariat:. 

r »i i im-T -r ~i n il iw m i ■iwi— usi— im i ii— m i ■ m h ii u m 1 — ■P" 1 « ■wip.-.-Ahh>ii »w wiuu»*»w EaM -*oi 

* Bevy proposal 
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Contra! Ctyptanaly bl o Service * 



- 2k Juno 1939 

Eaturo : e.n Int.or^inJ.qtorlal agency, functioning in timo o f wag w ithin 
tho frasc««£'}c cf~tfco Bighor Cornell of National Befonso^ (SeOTe'fcer laC^eneral ) » 



Pole : agency for general stud! o n and coordination 
General studios ; tho Central Cryptanalybic Service: 

(a) ccntralizea : 

-all mtorials for crypt analytic study coning frou the 
araios or Ihtorior; 

-all documents end information of a technical nature 
coming fresa the various Intelllgenco Services 
relative to the cryptographic systems used by the 
enemy as well as the prinaiplos of their use; 

(b) docs tho sorting, by origin and fey the cryptogram’s form, of 
the various study materials received fey the services 

Co} investigates in each individual case tho nature of the system 
used, possibly with the help of the information. and documents of a technical 
nature which are in its possession; 

(d) studios now encrypting procedures (machines, olcctroEcchanice.l 
or electromagnetic processes, etc...) and trios to sot up methods isakins it 
possible? to ensure tho decrypting of those systems. 

Coordin ation; 

mo 

(a) tr ansmi ts to each of tho cryptanalybic Gorvicon of the different 
ministerial departments tho materials for cryptanalytic study of interest to 
that Dopartmmt, attaching to them all information already gathered by tho 
Central Service and all results obtained in its research, with a view either 
to continuing the czyptesialytio study proper or, if the results already 
obtained permit, to undertaking the ixacodi&te exploitation of the materials; 



*Air Force proposal. Shis plan, presented after Foreign Affairs had refused 
to participate in such a central agency, envisages collaboration among tho 
throo National Bofcmco ministries only; 
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, Cb) maintains caaotant liaison for this purpose with epch of the 

cxyptenaivbic cervices of tho aforesaid ministries and proceeds v whenever 
the need arises, to all exchangos of views noosssaiy for ensuring the 
greatest efficiency of tho various services; 

(c) maintains liaison with, the Central Service end tho Press inforna- 
tion. Sarvicos, tile Central Intercept Service, and various Intelligence 
Sorvlceo with a view to assembling all neoessary is^foanoaticn and materials; 

(d) participates in "com or ship", in liaison with the Press Sorvico, 
for everything concerning publications of any nature susceptible of Imperil- 
ing crypto-socurity. 

Ormnizatlon: 



aided 



A service chief {an officer - specialist fraa War's crypt section) 



Classification. Section : 

(1) receipt and classification, of study materials, 

( 2 ) .centralization of InforaEitlcsx sad documents of every nature, 

^3) setting up and isoping currant card files of cryptamlyfcic 
information. 

(Poreemiol: officers -- crypt specialists, sous offLoiera — 
specialists, possibly later civilian porecnttel). 



(1) preliminary research on study materials transmitted after classi- 
fication by tho Classification Section; 

(2) dissemination to the cryptanalytlc sorvicoa of each Department 
of the materials of interest to thorn, as veil cs of tho results obtained at 
the time of the preliminary research; 

(3) dissemination, to these same services of tho translation of plain- 
text messages coming from various intercept or intelligence sources; 

(*0 Btudies of systems, machines car cryptographs • 

(Personnel: officers — crypt specialist, sous offlciers-speclalists; 
possibly civilian personnel for the translation of plain- toxt massages ooly) . 

Liaison Soot ion : liaison with the various departments, the Information 
Services, tho Intelligence Services, the Press Service, 

(PerooKcols off leers— crypt specialists). 




Observation : 

Such an organization;, as it emerges from tho above outline, eecas 
calculated to ensure tho maximum efficiency of the various groups of 
specialists working both in the Central Service and in the various crypt 
analytic services. 

It divides the work "by leaving to the Central Service the 
"speculative research" part and reserving for the oryptanalytic services 
the "oryptanalytic study" and "exploitation" part. Thus, while managing 
to bring together the means, it ensures for each ministerial Department 
tho independence of action which is desirable. 

On the other hand, its proper functioning implies close and 
constant liaison among the various groups, conditions which presuppose 
the aeccnbling of these groups in the seme building, or in immediate 
proximity to each other. 
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